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SUPP MEMO. MOTION FOR PRELIMINARY
APPROVAL OF CLASS ACTION SETTLEMENT,
CERTIFICATION OF SETTLEMENT CLASS.

1

COME NOW Plaintiffs Evelia Davila and Larry Wade (hereinafter, “Plaintiffs”), and

2

pursuant to the Court’s July 1, 2020 Order/Checklist (“July 1 Order”), Plaintiffs provide this

3
4
5
6
7
8
9
10

Supplemental Points and Authorities in Support of their Motion for Preliminary Approval of the
Class Action Settlement:
I.

The Settlement Agreement’s terms are fair, adequate, and reasonable.
A. The consideration being received by the Class is reasonable in light of the strengths
and weaknesses of the Class Members’ claims in this case.
The Parties will be filing a Modified Settlement Agreement (“Modified Agreement”) and

exhibits concurrently herewith that address the points and concerns raised in the July 1 Order. A

11

redlined copy of the Modified Settlement Agreement, as well as redlined copies of the exhibits to

12

the Modified Settlement Agreement, are attached hereto as Exhibit A. As set forth in the

13

Modified Agreement, Plaintiffs and Class Members will receive the following consideration from

14
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the Settlement:
Credit Monitoring Protections: ABM previously offered Settlement Class members one
(1) year of credit monitoring protection paid for by ABM prior to the commencement of
this litigation. ABM agrees to provide additional credit monitoring, fraud consultation,
and identity theft restoration services to the Settlement Class members at ABM’s sole
expense as follows: Settlement Class members who were notified of only one of the
Phishing Incidents shall be offered one (1) year of additional credit monitoring,
fraud consultation, and identity theft restoration services paid for by ABM.
Settlement Class members who were notified of both Phishing Incidents shall be
offered two (2) years of additional credit monitoring, fraud consultation, and identity
theft restoration services paid for by ABM. The credit monitoring protection will
provide the Settlement Class members with access to their credit activity. The credit
monitoring protection will also include (1) alerts when a new line of credit is applied to
his or her name; (2) fraud consultation, which provides unlimited access to
consultation with fraud specialists; and (3) identity theft restoration, which provides
access to a dedicated investigator who works to uncover the scope of the identity
theft and resolve it. Class Counsel and Counsel for Defendant have agreed that the credit
monitoring protection, fraud consultation, and identity theft restoration services will be
provided by Kroll Information Assurance, LLC.
(Modified Agreement, ¶ 18 (emphasis added).)

27
28
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Plaintiffs and Class members are not just getting garden-variety credit-monitoring

2

protection, but rather a service that not only monitors their credit, but also entitles them to

3
4
5
6

protection and assistance should they experience actual or suspected fraud and identity theft.
Specifically, under the credit monitoring protection being provided by Kroll Information
Assurance, LLC (“Kroll”), if Class members are subsequently subjected to or were subjected to

7

any type of fraud or identity theft, they will have access to the professionals in credit repair at

8

Kroll, who will help them mitigate the effects of identity theft, restore their credit by having

9

fraudulent charges reversed, etc., and other such measures to deal with the time-consuming and

10
11

onerous consequences of identity theft. The credit monitoring services provided pursuant to this
Settlement have significant value in that an identity-theft victim would otherwise have to spend a

12
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significant amount of time and resources – including hiring a company or service – to reverse
charges, investigate suspicious charges, make calls, etc. Those meaningful and important services
would be included as a settlement benefit here.
Furthermore, as set forth in the attached Declaration of Louise Bairnsfather, a Director in
Kroll’s Identity Theft & Breach Notification group (attached hereto as Exhibit B), ABM hired
Kroll to perform credit monitoring, fraud consultation, and identity theft restoration services as
part of its initial incident response to these Phishing Attacks, and based on Kroll’s reports, only
one individual used Kroll’s fraud consultation services. (Ex. B. at ¶¶ 1-5.) Moreover, that one

22

opened consultation case was resolved. (Id. at ¶ 6.) Thus, this litigation does not present a

23

situation where there is a currently-known need for a monetary component to make Settlement

24

Class members whole for out-of-pocket expenses. As set forth above, to the extent any Settlement

25

Class members who enroll in credit monitoring become aware of any such fraud in the future,

26
27
28

they will be provided the necessary services and resources that can mitigate any such resulting
damage. And, to the extent that any Settlement Class member believes that he or she has suffered
-3Error! Unknown document property name.
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any fraud or out-of-pocket losses as a result of the Phishing Incidents, they would certainly be

2

entitled to exclude themselves from this Settlement and proceed with any separate individual

3
4
5
6

litigation against ABM. The notices specifically inform the Settlement Class members of their
right to exclude themselves, including the process and deadline for doing so. Importantly,
however, no Settlement Class member has filed any other lawsuit against ABM since either of the

7

Phishing Incidents, which supports ABM’s and Plaintiffs’ current understanding that no

8

Settlement Class member has incurred any unresolved fraud related to the Phishing Incidents.

9
10
11

In the July 1 Order, the Court specifically references the case of In re Anthem, Inc. Data
Breach Litigation, 327 F.R.D. 299 (N.D. Cal. 2018) and asks whether this Settlement should be
considered reasonable when it does not provide cash compensation for out-of-pocket costs, as

12
13
14

was provided in the In re Anthem case.
The allegations in this Litigation and, therefore, the terms of this Settlement are

15

distinguishable from the situation in in re Anthem. This Settlement provides valuable and

16

meaningful relief to the Settlement Class Members—none of whom are known to have suffered

17

any unresolved identity theft or fraud as a result of the Phishing Incidents at issue.

18
19
20
21

As an initial matter, In re Anthem, Inc. is distinguishable because the data breach in that
case was different. In In re Anthem, the defendant stored all personal information (such as names,
dates of birth, Social Security numbers, health care ID numbers, home addresses, email addresses,

22

and employment information, including income data), but also individually-identifiable health

23

information (pertaining to the individual claims process, medical history, diagnosis codes,

24

payment and billing records, test records, dates of service, and all other health information that an

25

insurance company has or needs to have to process claims). 162 F.Supp.3d at 966–67. Simply

26
27
28

put, In re Anthem involved sensitive and highly personal medical information that was accessed
in the data breach. Here, this was a narrower phishing attack that allegedly compromised data
-4Error! Unknown document property name.
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attached to specific email accounts and did not even allegedly compromise robust healthcare

2

database information.

3
4
5
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Furthermore, the instant Settlement is consistent with data breach class settlements that
have been regularly approved by this and other courts. See, e.g., In re Google Buzz Privacy Litig.,
No. C 10-00672 JW, 2011 WL 7460099, at *3--5 (N.D. Cal. June 2, 2011) (approving settlement

7

providing a cy pres payment as the sole monetary relief in case where statutory damages of up to

8

$10,000 per claim were available); Lane v. Facebook, Inc., 696 F.3d 811, 820-22 (9th Cir. 2012)

9

cert. denied, 134 S. Ct. 8 (2013) (same); Becher v. Valley Anesthesiology Consultants, Inc. Case

10
11

No. CV 2016-013446 (Arizona Superior Court) (approving settlement in data-breach class action
that provided injunctive relief and credit monitoring only); Hughley, et al. v. University of Central

12
13
14
15
16
17
18
19
20
21

Florida Board of Trustees, Case No. 2016-CA-001654-O (Circuit Court of the Ninth Judicial
District, Orange County, Florida) (approving settlement in data-breach class action that provided
injunctive relief only).
Accordingly, and considering there has been no known, unresolved fraud or identity theft
claims to date from the ABM Phishing Incidents, the credit monitoring and credit repair benefit
provided by Kroll is a settlement most specifically tailored to the harms alleged in the Litigation
and well within “the range of reasonable.” See, e.g., N. Cnty. Contractor's Ass 'n, v. Touchstone
Ins. Svcs., 27 Cal. App. 4th 1085, 1089-90 (1994) (citation omitted); 4 Newberg 11:25. This is

22

especially true since many of the Settlement Class members are still employees of ABM, and they

23

also will benefit from the business practice changes that will aim to heighten the protections of

24

their PII from a future data breach.

25
26
27
28

But more than that, this Court should not look at the benefit to the Settlement Class in a
vacuum, but rather should also consider the risks of further litigation, as Defendant has strong
affirmative defenses for lack of cognizable injury and causation against Plaintiffs and each Class
-5Error! Unknown document property name.
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member. In particular, in Defendant’s motion to dismiss filed in federal court, Defendant sought

2

dismissal on the basis that neither Plaintiff had plausibly alleged an actionable cause of action

3
4
5
6
7
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against Defendant. Specifically, Defendant argued, among other things, that Plaintiffs have failed
to allege sufficient facts to establish that they have suffered cognizable injury, a necessary
element of their claims and that Plaintiffs have failed to allege sufficient facts to show that their
tort causes of action are not barred by the economic loss doctrine. Dkt. 24 at 1 (C.D. Cal.).
For the foregoing reasons, this Court should grant preliminary approval of this both fair
and reasonable settlement.
B. Summary of the investigation and discovery conducted by Class Counsel.
Class Counsel engaged in sufficient legal analysis, investigation, and discovery to assess

12
13
14

the relative strengths and weaknesses of the claims and defenses at issue in this litigation.
Specifically, in addition to their own factual investigation into Plaintiffs’ claims and ABM’s

15

other, prior data breaches and corporate information, and in addition to the informal exchange of

16

information with ABM counsel relating to the size of the Class, fraud mitigation efforts, and the

17

existence of any reported identity theft, Class Counsel also propounded document requests and

18
19
20
21

interrogatories in both the Davila and Wade actions. Class Counsel reviewed over 1,200 pages of
documents produced by ABM, including, among other things: (i) communications between ABM
and employees advising them about the Phishing Incidents at issue; (ii) communications between

22

ABM and various state agencies relating to the Phishing Incidents; (iii) policies and procedures

23

relating to information usage, virus protection, and passwords; and (iv) insurance policies.

24

C. Submission of Claim/Exclusions/Objections

25

In addition to the Settlement providing reasonable consideration to the Class, the claims

26
27
28

process at issue is straightforward, without any unnecessary hurdles. The Modified Agreement
provides:
-6Error! Unknown document property name.
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The credit monitoring protection, fraud consultation, and identity theft restoration
services will be offered to all Settlement Class members, who may then enroll
online or by mailing a Credit Monitoring Request Form to the Claims
Administrator. Settlement Class members shall have ninety (90) days to request
enrollment for credit monitoring, fraud consultation, and identity theft restoration
services by submitting a Credit Monitoring Request Form. After enrolling and
subject to Final Approval, each Settlement Class Member will receive an email
communication from Kroll Information Assurance, LLC with detailed
instructions on how to set up a login/password with respect to the credit
monitoring, fraud consultation, and identity theft restoration services, which
shall remain active for twelve (12) or twenty-four (24) months, depending on
whether the Settlement Class Member is entitled to one (1) or two (2) additional
years of credit monitoring, fraud consultation, and identity theft restoration
services. No funds shall revert to ABM as part of this Settlement.
.
(Modified Agreement ¶ 18) (emphasis added).)
In its July 1 Order, the Court questioned why there even needs to be a claims process to

12
13
14

obtain the credit monitoring. (July 1 Order, pp. 3-4). But a claims process is necessary in this
situation because Kroll cannot just automatically monitor an individual’s credit without their

15

consent. Unlike other class settlements, the claims process here – which simply requires going to

16

a website (www.ABMSettlement.com) and providing contact information – is necessary in order

17

to constitute consent for the services being offered. Once the Class Member submits the Credit

18
19
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21

Monitoring Request Form, a copy of which is attached hereto as Exhibit C, they will then be
directly contacted by Kroll with instructions on how to activate their free credit monitoring
services, including establishing a login/password. In short, the request for credit monitoring

22

process in this Settlement facilitates and streamlines the interaction between the Class members

23

and Kroll so that Class members who want the credit protection services can provide their consent

24

and then have direct communications with Kroll going forward.

25
26
27
28

To encourage the submission of requests for credit monitoring, Class Counsel have
ensured that, to the extent possible, every Settlement Class member will receive direct notice by
U.S. Mail and will have access to a comprehensive settlement website where information is
-7Error! Unknown document property name.
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readily available and where Settlement Class members can request credit monitoring online. Class

2

Counsel have also made their contact information readily available on the revised class notice,

3
4
5
6
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and the notices encourage Settlement Class members to call the Claims Administrator or call or
email Class Counsel if they have questions or need any assistance.
II.

The Nature of the injunctive relief/value of injunctive relief supports preliminary
approval of the class action settlement.
As requested in the July 1 Order, the attached Declaration of Tom Morley, ABM’s Senior

Director of IT Engineering, Operations, and Cybersecurity (attached hereto as Exhibit D), sets
forth what steps ABM has taken to prevent future data breaches and incidents of email phishing.

11

The Morley Declaration sets forth seventeen (17) specific steps that ABM has taken, including,

12

among many other things, the completion of two security assessments, proactive login

13

monitoring, the use of additional security at network endpoints, the use of advanced malware and

14
15

analytics technology, and company-wide training. (Morley Decl., ¶ 4). Mr. Morley explains that,
in response to the Phishing Incidents at issue in this litigation, ABM has spent more than $1

16
17
18

million “in improving protection, detection, and remediation technologies and services.” (Morley
Decl., ¶ 5).

19

The Parties contend that the value of the business practice changes, though hard to

20

ascertain with a specific dollar amount, has substantial value to the Settlement Class members, as

21

such steps should help reduce the risk of future data breaches and the resulting risk of identity

22
23
24
25
26
27
28

theft to the Settlement Class members, as well as other current and future employees.
Accordingly, this factor supports preliminary approval of class action settlement.
In the July 1 Order, the Court also requested information about certain specific terms of
the Agreement (Order, pg. 2) that the Parties address as follows:
1.

The Court stated in its July 1 Order that it did not see a record of filing for the

Second Amended Consolidated Class Action Complaint referenced in the Settlement Agreement.
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1

(Order, at p. 2). To clarify, the Second Amended Consolidated Class Action Complaint was

2

originally filed in the U.S. District Court for the Central District of California on April 26, 2019

3
4
5
6

(Dkt. 61). The entire matter was remanded to this Court on May 10, 2019. The Second Amended
Complaint was not subsequently filed as a separate docket entry in this Court, but because the
entire action was remanded from federal court, the Second Amended Complaint is the operative

7

complaint in this action. A copy of the Second Amended Complaint is attached hereto as Exhibit

8

E.

9
10
11

2.

The July 1 Order asked for specific details as to when and how the credit

monitoring will be provided to Class members who submit claims. (Order, p. 2). This information
is set forth in Paragraph 18 of the Modified Agreement, attached hereto.

12
13
14

3.

Pursuant to the Court’s suggestions on pg. 4 of the July 1 Order, the Parties have

modified the Agreement and the exhibits to permit objections to be mailed, as opposed to being

15

filed with the Court, and the Parties have deleted the language stating that Class Members may

16

only be heard at final approval if they have complied with all objection procedures.

17
18
19
20
21
22
23

4.

The “Derivative Action” referenced in the Settlement Agreement (Order, p. 2) has

been dismissed, and the reference to it has been removed from the Modified Agreement. A copy
of the order dismissing the Derivative Action is attached hereto as Exhibit F.
5.

The July 1 Order requested that “Unknown Claims” be defined in the Agreement.

(Order, p. 2). That term has now been defined. (See Modified Agreement, ¶ 16 cc).
6.

The July 1 Order requested an explanation as to why the class representative

24

enhancement is reasonable. (Order, p. 3). Plaintiffs respectfully state that the fee petition, which

25

will be subsequently filed in this case prior to the Objection Deadline, will provide greater detail

26
27
28

as to the incentive awards to which Plaintiffs believe they are entitled. Nonetheless, Plaintiffs
state that they been heavily involved in this litigation, have willingly contributed their time and
-9Error! Unknown document property name.
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efforts toward this litigation, and are deserving of the proposed incentive awards of $7,500 each.

2

Plaintiffs were instrumental in assisting Class Counsel’s investigation and have remained fully

3
4
5
6

involved in the prosecution of this case over the past two (2) years. Plaintiffs have been
consistently available to consult with Class Counsel in person, over the phone, and by email and
have done so on numerous occasions. Plaintiffs also reviewed pleadings and settlement

7

documents, produced documents and information, and committed multiple hours of time for the

8

benefit of the class. Were it not for Plaintiffs’ efforts and contributions to the litigation by

9

assisting Class Counsel with their investigation and filing of this suit and his monitoring of the

10
11

case throughout its litigation, the substantial benefit to the class afforded under this Settlement
Agreement would not have been achieved. This is particularly true in this case where the

12
13
14

Plaintiffs were willing to prosecute a lawsuit in the employment context, which includes inherent
reputational risks vis-à-vis current and future employers and co-workers. Plaintiffs have not

15

received any payments in this matter, were never promised any payments, and were not promised

16

that they would receive an award of any kind in this litigation. Rather, the requested Incentive

17

Awards seek only to compensate Plaintiffs for their time, effort, and contributions to this case.

18
19
20
21

7.

The July 1 Order addressed the scope of the release contained in the Agreement.

The Modified Agreement reflects that the definition of “Released Clams” is now limited to claims
that could have been alleged based on facts asserted in the operative Complaint. (Modified

22

Agreement, ¶ 16 x). The Parties have further modified the Agreement to make clear that

23

Settlement Class members are only releasing claims arising out of the 2017 and 2018 Phishing

24

Incidents and, thus, not claims arising out of any future data breach suffered by ABM. (Id.)

25
26
27
28

8.

Finally, in the July 1 Order, the Court asked the Parties to tell the Court the

anticipated claims rate. The Parties cannot anticipate with any confidence what the claims rate
will be, though the parties provided robust notice to make the claims rate as high as possible.
-10-
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III.

The Class Notice Complies with Cal. Rules of Court, Rule 3.766(d). (Order, pp. 4-5).
In light of the Court’s July 1 Order, the Parties have made multiple detailed changes to the

Class Notice, including the postcard notice and the detailed, long-form notice. A redlined version
of such changes are attached as exhibits to the Modified Agreement, attached hereto as Exhibit A.
As shown, the Parties have accepted and implemented the Court’s suggestions with respect to

7

notice, including listing the claims asserted in the operative complaint, the identification of the

8

correct address for the final approval hearing, and explaining to Settlement class members that

9

they will have an opportunity to appear remotely at the final approval hearing. The requested

10
11

changes to the postcard notice were also made: the postcards identify contact information for
Class Counsel and provide the address for the final approval hearing.

12
13
14

Additionally, the manner of giving notice complies with Cal. Rules of Court, Rule
3.766(e). Attached hereto as Exhibit G is a Declaration from Carla Peak, Vice President of Legal

15

Notification Services for KCC Class Action Services, LLC (“KCC”), the Claims Administrator

16

in this case. The Declaration explains in detail the notice plan contemplated by the Settlement

17

Agreement and further explains why the notice plan “provides for the best notice practicable

18
19
20
21

under the circumstances of this case, conforms to all aspects of the Rule 23, and comports with
the guidance for effective notice set out in the Manual for Complex Litigation, Fourth.” (Peak
Decl., ¶ 17). Most of the Settlement Class members are current or former employees of ABM, so

22

ABM has recent contact information for the Settlement Class members. As set forth in the Peak

23

Declaration:

24
25
26
27
28

The Double Postcard Notice will be sent via United States Postal Service
(“USPS”) First-Class Mail. Prior to mailing, all mailing addresses will be
checked against the National Change of Address (“NCOA”) database
maintained by the USPS. Any addresses that are returned by the NCOA
database as invalid will be updated through a third-party address search
service. In addition, the addresses will be certified via the Coding
Accuracy Support System (“CASS”) to ensure the quality of the zip code
and verified through Delivery Point Validation (“DPV”) to verify the
-11SUPP. MEMO. MOTION FOR PRELIMINARY APPROVAL
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1

accuracy of the addresses. This address updating process is standard for
the class action administration industry, as well as most promotional
mailings that occur today.

2
3

Double Postcard Notices returned as undeliverable will be re-mailed to
any new address available through postal service information, for
example, to the address provided by the postal service on returned pieces
for which the automatic forwarding order has expired, or to better
addresses that may be found using a third-party lookup service or “skiptracing.” Upon successfully locating better addresses, Double Postcard
Notices will be promptly re-mailed.

4
5
6
7
8

(Peak Decl., ¶¶ 10-11) (footnotes removed).

9

Additionally, notice of final judgment will be posted on the Settlement Website.1

10
11

For the foregoing reasons, and for the reasons set forth in Plaintiffs’ previously-filed
Motion for Preliminary Approval, Plaintiffs Evelia Davila and Larry Wade and Defendant ABM

12
13

hereby request that this Court enter an Order preliminarily approving the class action settlement.

14
15

This 24th day of November, 2020.

16

L IVINGSTON • B AKHTIAR

17

/s/ Francis Flynn
______________________________
Francis J. “Casey” Flynn, Jr.
CA State Bar No. 304712

18
19
20
21
22
23
24
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Baker & Hostetler LLP

Ebby S. Bakhtiar (SBN: 215032)
LIVINGSTON • BAKHTIAR
3435 WILSHIRE BOULEVARD, SUITE 1669
LOS ANGELES, CALIFORNIA 90010
TEL: (213) 632-1550 FAX: (213) 632-3100

/s/ Matthew D. Pearson
Casie D. Collignon
Matthew D. Pearson
1801 California Street Suite 4400
Denver, CO 80202

Counsel for Defendant

3435 WILSHIRE BOULEVARD, SUITE 1669
LOS ANGELES, CALIFORNIA 90010
TEL: (213) 632-1550 FAX: (213) 632-3100
1

The July 1 Order also requests information about the fee arrangement between Class Counsel.
(Order, p. 5). Class Counsel can confirm that there is an agreement between Class Counsel as to
the division of any fees awarded by the Court. The Plaintiffs were made aware of the existence of
fees being shared among counsel and have provided written approval of same.

28
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GIRARDI │ KEESE
1126 WILSHIRE BOULEVARD
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Tel: (213) 977-0211 Fax: (213) 481-1554
Evan M. Meyers (admitted pro hac vic)
McGuire Law, P.C.
55 West Wacker Drive, 9th Floor
Chicago, IL 60601
Tel: (312) 893-7002 Fax: (312) 275-7895
Counsel for Plaintiffs and the Putative Class
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Teresa C. Chow, Bar No. 237694
tchow@bakerlaw.com
BAKER & HOSTETLER LLP
11601 Wilshire Boulevard, Suite 1400
Los Angeles, CA 90025-0509
Telephone:
310.820.8800
Facsimile:
310.820.8859
Matthew D. Pearson, Bar No. 294302
mpearson@bakerlaw.com
BAKER & HOSTETLER LLP
1801 California Street, Suite 4400
Denver, CO 80202-2662
Telephone:
303.861.0600
Facsimile:
303.861.7805
Attorneys for Defendant
ABM INDUSTRIES INCORPORATED

B AKER & H OSTE TLER LLP
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SUPERIOR COURT OF THE STATE OF CALIFORNIA

12

COUNTY OF LOS ANGELES

13
14
15

EVELIA DAVILA and LARRY WADE,
individually and on behalf of similarly situated
individuals,
Plaintiffs,

16
17
18

ABM INDUSTRIES INCORPORATED, a
Delaware Corporation,
Defendant.

[Honorable Judge Kenneth R. Freeman,
Dept. 014]
MODIFIED STIPULATION AND
SETTLEMENT AGREEMENT

v.

19

Case No.: BC699176

Action Filed: March 22, 2018
Complaint Served: April 18, 2018

20
21

1.

This Stipulation and Settlement Agreement (the “Stipulation”), dated October

22

__October [X], 202019November ______, 2020, is made and entered into by and among: (1) Evelia

23

Davila and Larry Wade (“Plaintiffs” or “Class Representatives”), on behalf of themselves and the

24

proposed Settlement Class; and (2) Defendant ABM Industries Incorporated (“ABM”)

25

(collectively, the “Parties”).

26
27
28

I.
2.

BACKGROUND

On March 22, 2018, Plaintiff Evelia Davila filed a putative class action against,

among others, ABM in the Superior Court of the State of California, County of Los Angeles,

4844-4769-0649.7

1

alleging causes of action for negligence, violation of the California Unfair Competition Law,

2

constitutional invasion of privacy, negligence per se, and violation of California Civil Code §§

3

1798.80 et seq. (“Davila Action”).

4

On March 23, 2018, Plaintiff Larry Wade filed a putative class action against ABM

5

in the Circuit Court of Cook County, Illinois, alleging causes of action for violation of New York

6

General Business Law §§ 349 et seq., breach of contract, breach of implied contract, negligence,

7

and violation of the Illinois Consumer Fraud and Deceptive Business Practices Act (“Wade

8

Action”).

9

4.

10
11
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3.

12
13
14
15

On April 25, 2018, ABM removed the Wade Action to the United States District

Court for the Northern District of Illinois.
5.

On May 10, 2018, ABM removed the Davila Action to the United States District

Court for the Central District of California.
6.

On June 6, 2018, Plaintiff Wade and ABM filed in the Wade Action an Agreed

Motion to Transfer Venue to the United States District Court for the Central District of California.
7.

On June 11, 2017, the Court in the Wade Action granted the Parties’ agreed motion

16

and transferred the Wade Action to the United States District Court for the Central District of

17

California.

18
19
20

8.

On July 24, 2018, Plaintiffs filed their First Amended Consolidated Class Action

Complaint. (the “Complaint”).
9.

On August 21, 2018, ABM filed its Motion to Dismiss the Complaint, arguing that

21

Plaintiffs had not stated a cause of action upon which relief could be granted under Federal Rule of

22

Civil Procedure 12(b)(6).

23

10.

On September 27, 2018, Plaintiffs filed a Motion to Remand, arguing that ABM had

24

not met its burden of proving that the United States District Court of the Central District of

25

California had jurisdiction.

26
27

11.

In light of the risks, cost, and uncertainties of continued litigation, and in an effort

to explore a potential resolution, on April 18, 2019, the Parties engaged in a private mediation with

28
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1

Bruce A. Friedman, Esq. of JAMS in Los Angeles, California. Following negotiations, the Parties

2

reached a class action settlement-in-principle and signed a Term Sheet memorializing that

3

agreement.

4

12.

5

for the Central District of California’s Article III jurisdiction, the Parties filed a Stipulation to

6

Remand the Action to the Superior Court of the State of California, County of Los Angeles.

7

13.

The following day, the United States District Court for the Central District of

8

California remanded the action to the Superior Court of the State of California, County of Los

9

Angeles.

10
11
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On May 9, 2019, in light of uncertainty surrounding the United States District Court

12

14.

Following the signing of the Term Sheet, the Parties negotiated the terms of this

Final Settlement Agreement and the attached exhibits.
15.

The Class Representatives and Class Counsel believe the Settlement described in

13

this Stipulation confers substantial benefits on the Settlement Class and is in the best interest of the

14

putative class. Considering the risks and uncertainties of continued litigation and all factors bearing

15

on the merits of settlement, the Parties are satisfied that the terms and conditions of this Settlement

16

are fair, reasonable, adequate, and in their respective best interests,

17

NOW, THEREFORE, in consideration of the covenants, agreements, and releases set forth

18

herein and for other good and valuable consideration, it is hereby agreed by and among the Class

19

Representatives (individually and on behalf of the Settlement Class) and ABM that, subject to

20

approval of the Court under Rule 3.769 of the California Rules of Court, the Action be forever

21

resolved, settled, compromised, and dismissed with prejudice on the following terms and

22

conditions:

23
24
25

II.
16.

DEFINITIONS

Capitalized terms used in this Stipulation and listed in this section shall have the

following meanings:

26

a. “ABM” or “Defendant” means ABM Industries Incorporated.

27

b. “ABM’s Counsel” means Baker & Hostetler LLP.

28
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1

c. “ABM Released Parties” includes ABM and all of its respective past, present, and

2

future parent companies, partnerships, subsidiaries, affiliates, divisions, employees,

3

servants, members, partners, principals, directors, shareholders, and owners, and all

4

of their respective attorneys, heirs, executors, administrators, insurers, coinsurers,

5

reinsurers, joint ventures, personal representatives, predecessors, successors,

6

transferees, trustees, and assigns.

7

d. “Action” means Davila, et al. v. ABM Industries Incorporated, Case No.

8

BC699176, pending in the Superior Court of the State of California, County of Los

9

Angeles.

10

e. “Agreement” or “Settlement Agreement” or “Settlement” means this Settlement
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11
12

Agreement and the settlement embodied herein.
f.

13

“Claim” means a claim for settlement benefits made under the terms of this
Agreement.

14

g. “Claims Administrator” means KCC LLC, or other third-party settlement claims

15

administrator chosen by the Parties to provide Notice of the Settlement to the

16

Settlement Class and administer the Settlement, subject to the approval of the

17

Court.

18

h. “Claims Deadline” means the final time and date by which a Claim must be

19

received by the Claims Administrator in order for a Class mMember to be entitled

20

to any of the settlement consideration contemplated by this Agreement. The

21

Claims Deadline shall be approximately ninety (90) days after the Notice Date.

22

i. “Class Counsel” means Thomas V. Girardi and Keith Griffin of Girardi Keese;

23

Ebby S. Bakhtiar and Alex DiBona Casey J. Flynn of Livingston Bakhtiar; and

24

Evan M. Meyers and Jad Sheikali of McGuire Law, P.C.

25

j. “Class Representatives” means Plaintiffs Larry Wade and Evelia Davila.

26

k. “Complaint” means the Second Amended Consolidated Class Action Complaint,

27

originally filed in the U.S. District Court for the Central District of Californiafiled

28
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1

on April 26, 2019 (Dkt. 61), and remanded to this Court on September __May 10,

2

2019 (Dkt. No. 65).

3

l. “Court” refers to the Superior Court of the State of California, County of Los

4
5

l.m.

“Form” and/or “Credit Monitoring Request Form” means the document

6

submitted to the Claims Administrator, whether electronically or via mail, to

7

request enrollment in credit monitoring, fraud consultation, and identity theft

8

restoration.

9
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Angeles.

m.n.

Credit monitoring protection means that a credit monitoring service

10

mutually agreed by the parties will be provided to the Settlement Class, at no

11

expense to them, and this credit monitoring service will provide the Settlement

12

Class with access to their credit activity. Credit monitoring protection additionally

13

includes (1) alerts when a new line of credit is applied to his or her name; (2) fraud

14

consultation, which provides unlimited access to consultation with fraud

15

specialists; and (3) identity theft restoration, which provides access to a dedicated

16

investigator who works to uncover the scope of the identity theft and resolve it.

17

n. “Data Incidents” mean the data incidents giving rise to the Action, including the

18

July 2017 and the June 2018 email phishing attacks on ABM that may have

19

allowed a third party/parties to have access to the Settlement Class members’

20

personal information.

21

o. “Derivative Action” means Francisco Barrientos, et al. v. Scott Salmirs, et al.,

22

Index No. 0654454/2018, pending in the Supreme Court of the State of New York,

23

County of New York: Commercial Division Part 39.

24

p.o.“Effective Date of Settlement” or “Effective Date” means the date upon which the

25

Settlement in the Action shall become effective and final, and occurs when each and

26

all of the following conditions have occurred:

27
28
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1

i. This Stipulation and Settlement has been fully executed by all parties

2

and their counsel;

3

ii. Orders have been entered by the Court certifying the Settlement

4

Class, granting preliminary approval of this Stipulation, and

5

approving the forms of Notice described in Paragraph 16 – n, below;

6

iii. The notice program has been executed in accordance with the

7

Preliminary Approval Order;

8

iv. The Court has entered a Final Order and Judgment finally approving
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9

this Stipulation; and

10

v. The Final Judgment, as defined in Paragraph 16 – m, below, has been

11

entered and all times to appeal therefrom have expired with (1) no

12

appeal or other review proceeding having been commenced; or (2) an

13

appeal or other review proceeding having been commenced, and

14

such appeal or other review having been concluded such that it is no

15

longer subject to review by any court, whether by appeal, petitions

16

for rehearing or reargument, petitions for rehearing en banc, petitions

17

for writ of certiorari, or otherwise, and such appeal or other review

18

has been resolved in a manner that affirms the Final Judgment in all

19

material respects.

20

q.p.“Fees and Expenses” means the reasonable attorneys’ fees and costs incurred by

21

counsel for the Plaintiffs and awarded by the Court, not to exceed $300,000 (Three

22

Hundred Thousand Dollars).

23

r.q. “Final Judgment” means a judgment entered by the Court, as discussed in Section

24

X, below.

25

s.r. “Notice” means the notices substantially in the form of Exhibits A, B, and C attached

26

hereto, subject to approval by the Court. Exhibit A or B will be mailed to Settlement

27

Class members, depending on whether the Settlement Class member was notified of

28
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1

one or both of the Data Phishing Incidents, and Exhibit C will be included on the

2

Settlement Website.

3

t.s. “Notice Date” means the first date upon which the Notice is disseminated.

4

t. “Parties” means (i) the Class Representatives, on behalf of themselves and the Class,

5
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6

and (ii) ABM.
u. “Phishing Incidents” mean the email data phishing incidents giving rise to the

7

Action, including the July 2017 and the June 2018 email phishing attacks on ABM

8

that may have allowedpotentially resulted in a third party/parties to havegaining

9

access to the Settlement Class members’ personal information.

10

v. “Plaintiffs” means Evelia Davila and Larry Wade.

11

w. “Preliminary Approval Order” means the proposed order preliminarily approving

12

the Settlement and directing mailed notice to the Settlement Class of the pendency

13

of the Action and of the Settlement, to be entered by the Court, substantially in the

14

form of Exhibit C attached hereto.

15

x. “Released Claim(s)” means any and all claims and causes of action of every nature

16

and description (including Unknown Claims as defined herein), of every nature and

17

description (including Unknown Claims as defined herein), whether arising under

18

federal, state, statutory, regulatory, common, foreign, or other law, that arise in any

19

way from or relate to the 2017 or 2018 Phishing Incidents Action against ABMand

20

that could have been alleged based on the facts asserted in the Complaint (other than

21

claims to enforce the Settlement). Released Claims do not include claims arising out

22

of any future data breaches suffered by “Released Claims” expressly excludes any

23

claims currently asserted in the Derivative Action.the Released Parties or any claims

24

not arising out of or related to the 2017 or 2018 Phishing Incidents.

25

y. “Released ABM Claim(s)” means any and all claims and causes of action of every

26

nature and description (including Unknown Claims as defined herein), whether

27

arising under federal, state, statutory, regulatory, common, foreign, or other law,

28
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1

relating to the institution, prosecution, or settlement of the Action that ABM could

2

have asserted against the Released Plaintiff Parties or Class Counsel (other than

3

claims to enforce the Settlement).

4

z. “Released Parties” means the ABM Released Parties and the Released Plaintiff
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5

Parties collectively.

6

aa. “Released Plaintiff Parties” means any and all of the Class Representatives,

7

Settlement Class members, Class Counsel, and their respective partners, employees,

8

attorneys, heirs, executors, administrators, successors, successors-in-interest,

9

assigns, predecessors, trustees, estates, and transferees.

10

bb. “Settlement Class” means all individuals notified by ABM of either the July 2017

11

PhishingData Incident or the June 2018 PhishingData Incident and previously

12

offered credit monitoring services as a result of the PhishingData Incident(s).

13

Excluded from the Settlement Class are the officers and directors of ABM during

14

2017 and 2018 and those persons or entities that timely and validly request

15

exclusion from the Settlement Class.

16

cc. “Unknown Claims” means claims that could have been raised in the Action and

17

that Plaintiffs or any Settlement Class members do not know or suspect to exist,

18

which, if known by him, her or it, might affect his, her or its agreement to release

19

the Released Parties or the Released Claims or might affect his, her or its decision

20

to agree, to object or not to object to the Settlement. Upon the Effective Date,

21

Plaintiffs and the Settlement Class members shall be deemed to have, and shall

22

have, expressly waived and relinquished, to the fullest extent permitted by law, the

23

provisions, rights and benefits of Section 1542 of the California Civil Code, which

24

provides as follows:

25

A GENERAL RELEASE DOES NOT EXTEND TO
CLAIMS WHICHTHAT THE CREDITOR OR
RELEASING PARTY DOES NOT KNOW OR SUSPECT
TO EXIST IN HIS OR HER FAVOR AT THE TIME OF
EXECUTING THE RELEASE AND THAT, WHICH IF
KNOWN BY HIM OR HER MUST HAVE

26
27
28
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1

MATERIALLY AFFECTED HIS OR HER
SETTLEMENT WITH THE DEBTOR OR RELEASED
PARTY.

2
3

Upon the Effective Date, Plaintiffs and the Settlement Class members shall be

4

deemed to have, and shall have, waived any and all provisions, rights and benefits

5

conferred by any law of any state, the District of Columbia or territory of the United

6

States, by federal law, or principle of common law, or the law of any jurisdiction

7

outside of the United States, which is similar, comparable or equivalent to

8

Section 1542 of the California Civil Code. Plaintiffs and the Settlement Class

9

members acknowledge that they may discover facts in addition to or different from

10

those that they now know or believe to be true with respect to the subject matter of
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11

the Released Claims, but that it is their intention to finally and forever settle and

12

release the Released Claims, notwithstanding any Unknown Claims they may have,

13

as that term is defined in this Section.

14
15
16
17
18
19
20
21
22
23
24
25
26
27

III.
17.

SETTLEMENT BENEFITS TO THE CLASS

Assurances and Confirmatory Discovery of Data Security Improvements:

ABM has provided assurances and confirmatory discovery to the Class Representatives and Class
Counsel regarding improvements to its information security enterprise since the PhishingData
Incidents.
18.

Credit Monitoring Protections: ABM previously offered Settlement Class

members one (1) year of credit monitoring protection paid for by ABM prior to the commencement
of this litigation. ABM agrees to provide additional credit monitoring, fraud consultation, and
identity theft restoration services and fraud protection services to the Settlement Class members at
ABM’s sole expense as follows: Settlement Class members who were notified of only one of the
PhishingData Incidents shall be offered one (1) year of additional credit monitoring , fraud
consultation, and identity theft restoration servicesmonitoring and fraud restoration services paid
for by ABM. Settlement Class members who were notified of both Data Phishing Incidents shall
be offered two (2) years of additional credit monitoring, fraud consultation, and identity theft

28
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1

restoration services and fraud restoration services paid for by ABM. The credit monitoring

2

protection will provide the Settlement Class members with access to their credit activity. The credit

3

monitoring protection will also include (1) alerts when a new line of credit is applied to his or her

4

name; (2) fraud consultation, which provides unlimited access to consultation with fraud

5

specialists; and (3) identity theft restoration, which provides access to a dedicated investigator who

6

works to uncover the scope of the identity theft and resolve it. Class Counsel and Counsel for

7

Defendant have agreed that the credit monitoring protection, fraud consultation, and identity theft

8

restoration services and fraud restoration services

9

Assurance, LLC. The credit monitoring protection, fraud consultation, and identity theft restoration

10

services and fraud restoration services will automatically be offered to allthe Settlement Class

11

members, who may then enroll online or by mailing a Credit Monitoring Request Form to the

12

ClaimsSettlement Administrator. Settlement Class members shall have ninety (90) days to request

13

enrollment for credit monitoring, fraud consultation, and identity theft restoration services and

14

fraud restoration services by submitting a ClaimCredit Monitoring Request Form. from the Notice

15

Date to enroll in the credit monitoring by submitting a Claim Form. After enrolling and subject to

16

Final Approval, each Settlement Class Member they will receive an email communication from

17

Kroll Information Assurance, LLC with detailed instructions on how to set up a login/password

18

with respect to the credit monitoring, fraud consultation, and identity theft restoration services and

19

fraud restoration services, which shall remain active for twelve (12) or twenty-four (24) months,

20

depending on whether the Settlement Class Member is entitled to one (1) or two (2) additional years

21

of credit monitoring , fraud consultation, and identity theft restoration services and fraud restoration

22

services. No funds shall revert to ABM as part of this Settlement.

23

19.

will be provided by Kroll Information

Release: Settlement Class members who do not opt-out of the Settlement in

24

accordance with Court approved opt-out procedures and deadlines release any and all claims arising

25

from or related to claims asserted in the Complaint more specifically set forth in Paragraphs 25

26

through 27, below.

27
28
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2

20.

Notice of Settlement: Dissemination of the Notice shall be accomplished by the

Claims Administrator and shall comply with the following:

3

a. Class Member Information: No later than fourteen (14) days after entry of

4

the Preliminary Approval Order, ABM shall provide the Claims

5

Administrator with the name and physical address of each Settlement Class

6

member (collectively, “Class Member Information”) that ABM possesses.

7

ABM warrants and represents that it will provide the most current Class

8

Member Information for all Settlement Class members as such information

9

is contained in its records.

10

b. Prior to any mailing, the Settlement Claims Administrator shall run all the

11

addresses provided through the United States Postal Service NCOA database

12

(which provides updated addresses for any individual who has moved in the

13

previous four (4) years who has notified the U.S. Postal Service of a

14

forwarding address) to obtain current address information and shall mail the

15

Notice and to the members of the Settlement Class via first-class regular U.S.

16

Mail using the most current mailing address information available. Any

17

notice returned as undeliverable will be re-mailed to any new address

18

available through postal service information, including, for example, to the

19

address provided by the postal service on returned pieces for which the

20

automatic forwarding order has expired, or to better addresses that may be

21

found using a third-party lookup service or “skip-tracing.” If a Settlement

22

Class mMember is known to be deceased, the Notice Form for that deceased

23

Settlement Class mMember shall be mailed to the last known address (or

24

update address, if applicable) of the deceased Settlement Class mMember’s

25

heir or the legal representative of the deceased Settlement Class mMember’s

26

estate to the extent known.

27
28
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1

c. The Class Member Information and its contents shall be used by the Claims

2

Administrator solely for the purpose of performing its obligations pursuant

3

to this Agreement and shall not be used for any other purpose at any time.

4

Except to administer the Settlement as provided for in this Agreement, or to

5

provide all data and information in its possession to the Parties upon request,

6

the Claims Administrator shall not reproduce, copy, store, or distribute in

7

any form, electronic or otherwise, the Class Member Information.

8

d. Settlement Website: Prior to the dissemination of the Notice, the Parties

9

agree to create, or to direct the Claims Administrator to create, a website

10

dedicated to providing information related to the PhishingData Incidents and

11

this Settlement. The website will be established and administered by the

12

Claims Administrator, and it shall contain information about the Settlement,

13

including an electronic copy of the Notices, this Settlement Agreement, and

14

all Court documents related to the Settlement. The URL of the Settlement

15

Website shall be www.ABMSettlement.com, or such other URL as the

16

Parties may subsequently agree to.

17

Settlement Class members who have opted-out of the Settlement in

18

accordance with Court-approved deadlines and procedures have not released

19

any claims they may have related to the Data Phishing Incidents and may

20

still file claims related to allegations in the Complaint. The website will also

21

give notice that there is a statute of limitations for filing claims and inform

22

individuals that their claims may have been tolled but that the Parties are not

23

providing legal advice and that they should contact an attorney immediately

24

if they believe they have a claim. The Settlement Website shall provide

25

Class mMembers with the ability to make claims forrequest enroll in thefree

26

credit monitoring, fraud consultation, and identity theft restoration services

27

and fraud resolution servicesrelated Class benefits. The Settlement Website

28
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The website will make clear that

1

will also make available to the Settlement Class members Spanish

2

translations of the short-form and long-form notices.

3

e. Within thirty (30) days of receiving the Class Member Information, the
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4

Claims Administrator shall complete the dissemination of the Notice.

5

f. Notice shall be given by U.S. mail to all Settlement Class members and

6

postage will be prepaid by ABM. Notice shall consist of a postcard that

7

provides instructions on how to make a Claim forrequest enroll in the free

8

credit monitoring, fraud consultation, and identity theft restoration services

9

and fraud restoration services related Settlement Class benefits, including

10

directing the Settlement Class members to the Settlement Website and

11

providing the Settlement Class members with a telephone number they can

12

call to request to have a notice and claim formCredit Monitoring Request

13

Form mailed directly to them. The postcard will also notify Settlement Class

14

members that Spanish translations of the short-form and long-form notices

15

are available on the Settlement Website.

16

g. All Settlement Class members shall receive ninety (90) days from the Notice

17

Date to make a Claim for enroll in the credit monitoring and fraud restoration

18

services. related Class benefitsrequest credit monitoring, fraud consultation,

19

and identity theft restoration services.

20

h. The Notice shall provide the members of the Settlement Class sixty (60)

21
22

calendar days’ notice to object to or opt out of the settlement.
21.

Incentive Award: Within fourteen (14) days after the Effective Date of the

23

Settlement, ABM will pay incentive awards of up to $7,500 to Plaintiff Larry Wade and up to

24

$7,500 to Plaintiff Evelia Davila, or in amounts otherwise approved by the Court, in the Action.

25

IV.

STIPULATED CLASS ACTION SETTLEMENT CERTIFICATION

26

22.

Only for purposes of effectuating the Settlement, Class Representatives, Class

27

Counsel, and ABM agree and stipulate to the certification of the Settlement Class as defined in this

28
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1

Agreement under Rule 3.764 of the California Rules of Court. Class Representatives, Class

2

Counsel, and ABM further agree and stipulate that, subject to Court approval, Class Counsel shall

3

act as counsel for the Settlement Class.

4

23.

Class Representatives, Class Counsel, and ABM agree and stipulate that the

5

Settlement should be approved by the Court, and that the Court should make a determination that

6

the Settlement is fair, reasonable, and made in good faith. Class Counsel and ABM shall bear the

7

expenses and responsibility for taking all necessary measures to obtain Court approval, including,

8

without limitation, preparing and filing all papers with the Court necessary for obtaining such

9

approval, and following the required procedures for a good faith determination. Class Counsel

10

shall manage the case until the final fairness hearing.
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12

V.
24.

RELEASES

The obligations incurred under this Stipulation shall be in full and final disposition

13

of the Action, and any and all Released Claims as against all ABM Released Parties and any and

14

all Released ABM Claims as against all Released Plaintiff Parties.

15

25.

Upon the Effective Date, and without any further action, the Releasing Plaintiff

16

Parties, for good and valuable consideration the adequacy of which is hereby acknowledged, shall

17

fully, finally, and forever release, relinquish, and discharge any and all Released Claims against

18

each and every one of the ABM Released Parties, and shall forever be barred and enjoined, without

19

the necessity of any of the ABM Released Parties posting a bond, from commencing, instituting,

20

prosecuting, or maintaining any of the Released Claims. Upon the Effective Date, and without any

21

further action, Class Representatives further agree not to knowingly and voluntarily assist in any

22

way any third party in commencing or prosecuting any suit against the ABM Released Parties

23

relating to any Released Claim.

24

26.

Upon the Effective Date of the Settlement, and without further action, ABM, on

25

behalf of itself, and its heirs, executors, trustees, administrators, predecessors, successors, and

26

assigns, for good and valuable consideration the receipt and adequacy of which is hereby

27
28
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1

acknowledged, shall fully, finally, and forever release, relinquish, and discharge the Released ABM

2

Claims against each and every one of the Released Plaintiff Parties.

3

26.

4
5
6
7

VI.

ADMINISTRATION OF THE SETTLEMENT AND CLASS NOTICE

8

27.

The Claims Administrator shall provide notice to the Settlement Class members and
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9

administer the Settlement under the Parties’ supervision and subject to the exclusive jurisdiction of

10

the Court.

11

28.

The administration of the Settlement is defined as the approval of the form of notice

12

program and all related forms; initial mailing of the notice of class action settlement; creation and

13

maintenance of the settlement website; administration and coordination of the mailing and

14

distribution of credit monitoring codes after final approval of Settlement; day-to-day administration

15

of the settlement; delivery to the Parties of any requests for opt-outs or objections; communication

16

to the Parties about any issues that may arise; and the preparation of an Affidavit of Fairness of the

17

Notice Program to be submitted to the Court with the Motion for Final Approval.

18

29.

Under the procedure set forth in the Notice, potential Settlement Class members

19

have the right and ability to exclude themselves from the Settlement Class as set forth in the

20

proposed Preliminary Approval Order. In order to validly be excluded from the Settlement, the

21

potential Settlement Class member must send a letter that says they want to be excluded from the

22

Settlement in Davila, et al. v. ABM Industries Incorporated, Case No. BC699176, pending in the

23

Superior Court of the State of California, County of Los Angeles, to the Settlement Claims

24

Administrator and include their name, address, and signature by the date set by the Court and as

25

outlined in the Notice. If the opt-out is untimely or otherwise fails to comply with any of the

26

provisions for a valid opt-out, it shall not be considered a valid opt-out.

27
28
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1

The Claims Administrator shall cause copies of requests for exclusion from

2

Settlement Class members to be provided to Class Counsel and ABM’s Counsel as they are

3

received. No later than ten (10) calendar days after the final date for mailing requests for exclusion,

4

the Claims Administrator shall provide Class Counsel and ABM’s Counsel a complete and final

5

list of all known Settlement Class members who have excluded themselves from the Settlement.

6

Class Counsel shall provide this information to the Court before the final approval hearing.

7
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30.

31.

The Notice will inform the Settlement Class members that they may send in a written

8

objection in this case, Davila, et al. v. ABM Industries Incorporated, Case No. BC699176, pending

9

in the Superior Court of the State of California, County of Los Angeles, to the SettlementClaims

10

Administrator, with copies also sent via U.S. mail to Class Counsel and to ABM Counsel. Once

11

received, Class Counsel will file the Objection with the Court.. The Settlement Administrator will

12

then provide the written objection to the Parties, who will promptly file with the Court the written

13

objection. To be valid, an objection must state: (i) the objector’s full name, address, telephone

14

number, and e-mail address (if any); (ii) information identifying the objector as a Settlement Class

15

member; (iii) a written statement of all grounds for the objection, accompanied by any legal support

16

the objector cares to submit; (iv) the identity of all lawyers (if any) representing the objector; (v)

17

the identity of all of the objector’s lawyers (if any) who will appear at the Final Fairness Hearing;

18

(vi) a list of all persons who will be called to testify at the Final Fairness Hearing in support of the

19

objection; (vii) a statement confirming whether the objector intends to personally appear and/or

20

testify at the Final Fairness Hearing; and (viii) the objector’s signature or the signature of the

21

objector’s duly authorized lawyer or other duly authorized representative (along with

22

documentation setting forth such representation).

23

31.

24

32.

In addition to the foregoing, objections should also provide the following

25

information: (i) a list, by case name, court, and docket number, of all other cases in which the

26

objector (directly or through a lawyer) has filed an objection to any proposed class action settlement

27

within the last three (3) years; (ii) a list, by case name, court, and docket number, of all other cases

28
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1

in which the objector’s lawyer (on behalf of any person or entity) has filed an objection to any

2

proposed class action settlement within the last three (3) years; and (iii) a list, by case number,

3

court, and docket number, of all other cases in which the objector has been a named plaintiff in any

4

class action or served as a lead plaintiff or class representative.

5

32.

6

33.

The Notice will further inform Settlement Class members that to be considered

7

timely, any valid objection in the appropriate form must be filed with the Clerk of the Superior

8

Court of the State of California, County of Los Angeles, 111 North Hill Street, Los Angeles,

9

California 90012mailed to the NoticeClaims Administrator with a postmark date no later than the

10

date set by this Court and outlined in the Notice. The objection must also be sent via U.S. mail to

11

Class Counsel and ABM Counsel , with a postmark date no later than the date set by this Court

12

and outlined in the Notice, to the addresses set forth below. Once received, Class Counsel will file

13

the Objection with the Court.The Notice will inform Settlement Class members that they mustThe

14

Notice Administrator will then provide mail a copy of their objection to the following fourive

15

different places postmarked no later than the date set by this Court and outlined in the Notice:

16

33.

17
18
19
20
21
22
23
24
25
26
27

CLASS COUNSEL
Thomas V. Girardi
Girardi Keese
1126 Wilshire Boulevard
Los Angeles, CA 90017

ABM’S COUNSEL
Casie D. Collignon
Baker & Hostetler LLP
1801 California Street
Suite 4400
Denver, CO 80202

and
Ebby S. Bakhtiar
Livingston Bakhtiar
3435 Wilshire Boulevard
Suite 1669
Los Angeles, CA 90010

28
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1
2
3
4
5
6
7
8
9
10
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11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

and
Jad SheikaliEvan M. Meyers
McGuire Law, P.C.
55 West Wacker Drive
9th Floor
Chicago, IL 60601
The Parties agree that Plaintiffs will take the lead in drafting responses to any
objections to the Settlement, including any appeals filed by the objectors. However, both Parties
retain their rights to make any argument in response to any objector.

34.
VII.
35.

NOTICE AND ADMINISTRATION EXPENSES

All costs of notice and administration, including, without limitation, the fees and

expenses of the Claims Administrator, shall be paid separately by ABM directly to the Claims
Administrator or other party.

Any amounts paid for notice and administration (including

contracting for outside vendors for this work) will not be reimbursed to ABM if the Settlement does
not become final.
VIII.
36.

ATTORNEYS’ FEES AND EXPENSES

ABM will pay reasonable attorneys’ fees incurred by Class Counsel in the Action,

as approved by the Court, not to exceed $300,000 (Three Hundred Thousand Dollars), inclusive of
expenses.
37.

Plaintiffs and their attorneys agree not to seek more than $300,000 (Three Hundred

Thousand Dollars) in fees, inclusive of expenses.
38.

Any attorneys’ fees and expenses awarded by the Court shall be due and payable

within fourteen (14) business days of the Effective Date of this Settlement. Attorneys’ fees awarded
by the Court shall be reported on IRS Form 1099 to Class Counsel.
IX.
39.

PRELIMINARY APPROVAL OF SETTLEMENT

Concurrently with their application for preliminary Court approval of the Settlement

contemplated by this Stipulation and promptly after execution of this Stipulation, Class Counsel
- 18 4844-4769-0649.14
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1

will apply to the Court for entry of a Preliminary Approval Order, substantially in the form of

2

Exhibit D attached hereto. The Preliminary Approval Order will, inter alia, preliminarily approve

3

the Settlement, set the date for the Final Fairness Hearing, and prescribe the method for giving

4

notice of the Settlement to the Settlement Class.

5

X.

FINAL JUDGMENT

6

If the Preliminary Approval Order is entered by the Court, Class Counsel will move

7

the Court, within the time frames contemplated by the Preliminary Approval Order, for entry of a

8

Final Judgment.

9
10

40.
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11
12

XI.
41.

WAIVER OR TERMINATION

ABM shall have the right to terminate the Settlement if more than 100 persons opt

13

out of the Settlement Class. If ABM chooses to exercise this provision, the case will resume as if

14

the Settlement never took place.

15

42.

If the Effective Date of Settlement does not occur, or if the Settlement is terminated

16

or fails to become effective for any reason, then the Parties shall be deemed to have reverted to

17

their respective statuses in the Action as of the date and time immediately prior to the execution of

18

this Stipulation, and, except as otherwise expressly provided, the Parties shall proceed in all

19

respects as if this Stipulation and any related orders had not been entered.

20
21

XII.
43.

NO ADMISSION OF WRONGDOING OR LACK OF MERIT

The terms of this Stipulation (whether the Stipulation becomes final or not), the

22

negotiations leading up to this Stipulation, the fact of the Settlement, and the proceedings taken

23

pursuant to the Settlement, shall not: (i) be construed as an admission of liability or an admission

24

of any claim or defense on the part of any party, in any respect; (ii) form the basis for any claim of

25

estoppel by any third-party against any released party; or (iii) be admissible in any action, suit,

26

proceeding, or investigation as evidence, or as an admission, of any wrongdoing or liability

27
28
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1

whatsoever by any party, or as evidence of the truth of any of the claims or allegations contained

2

in the Action.

3
4
5
6

44.

MISCELLANEOUS PROVISIONS

All of the exhibits attached hereto are hereby incorporated by reference as though

fully set forth herein.
45.

The Parties to the Stipulation intend and agree that the Settlement is a final and

7

complete resolution of all disputes related to the Action by ABM, the Class Representatives, and

8

the Settlement Class members who have not timely excluded themselves from the Settlement.

9
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XIII.

46.

The Parties agree that the benefits provided herein and the other terms of the

10

Settlement were negotiated at arm’s length in good faith by the Parties to the Stipulation with the

11

assistance of an experienced and independent mediator, and reflect a settlement that was reached

12

voluntarily after consultation with experienced legal counsel.

13
14
15
16
17

47.

This Stipulation may not be modified or amended, nor may any of its provisions be

waived, except by a writing signed by all Parties or their successors-in-interest.
48.

The headings herein are used for the purpose of convenience only and are not meant

to have legal effect.
49.

The Parties hereby irrevocably submit to the continuing and exclusive jurisdiction

18

of the Court for any suit, action, proceeding, or dispute arising out of or relating to this Settlement

19

as embodied in the Stipulation or its applicability, and agree that they will not oppose the

20

designation of such suit, action, proceeding, or dispute as a related case to the Action.

21

50.

The Stipulation may be executed in one or more counterparts. All executed

22

counterparts and each of them shall be deemed to be one and the same instrument, provided that

23

counsel for the Parties to the Stipulation shall exchange among themselves original signed

24

counterparts. Electronically transmitted signatures are valid signatures as of the date thereof.

25

51.

The construction, interpretation, operation, effect, and validity of the Stipulation,

26

and all documents necessary to effectuate it, shall be governed by the laws of the state of California

27

without regard to conflicts of laws, except to the extent that federal law requires that federal law

28

- 20 4844-4769-0649.14
4815-8480-3026.3

1

govern. The Parties understand and agree that any disputes arising out of the Stipulation shall be

2

governed and construed by and in accordance with the laws of the state of California, without

3

reference to choice of law principles.

4

The Stipulation shall not be construed more strictly against one Party to the

5

Stipulation than another merely by virtue of the fact that it, or any part of it, may have been prepared

6

by counsel for one of the Parties, it being recognized that the Stipulation is the result of arm’s-

7

length negotiation between the Parties to the Stipulation, and all Parties to the Stipulation have

8

contributed substantially and materially to the preparation of the Stipulation.

9
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52.

53.

Any and all counsel and Parties to the Stipulation who execute the Stipulation and

10

any of the exhibits hereto, or any related Settlement documents, represent that they have reviewed

11

and understand those documents and have the full authority to execute the Stipulation, and that they

12

have the authority to take appropriate action required or permitted to be taken pursuant to the

13

Stipulation to effectuate its terms.

14

54.

Class Counsel and ABM’s Counsel agree to recommend approval of the Stipulation

15

by the Court and to undertake their best efforts and cooperate fully with one another in seeking

16

Court approval of the Preliminary Approval Order, the Stipulation, and the Settlement and to

17

promptly agree upon and execute all such other documentation as may be reasonably required to

18

obtain final approval by the Court of the Settlement and the entry of the Final Judgment.

19

[Remainder of Page Intentionally Left Blank]

20
21
22
23
24
25
26
27

IN WITNESS WHEREOF, the Parties have, through their respective counsel, executed
this Stipulation as of the date first above written.

28
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1
2
3
4

Approved as to form by counsel for Plaintiffs and the Settlement Class:
EVELIA DAVILA, Plaintiff and Class Representative
By: ______________________________

5
6
7
8
9
10
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11
12
13
14
15
16
17
18
19
20
21
22
23
24

LARRY WADE, Plaintiff and Class Representative
By: ______________________________
GIRARDI KEESE
By: ______________________________
Thomas V. Girardi
Keith D. Griffin
LIVINGSTON BAKHTIAR
By: ______________________________
Ebby S. Bakhtiar
MCGUIRE LAW, P.C.
By: ______________________________
Evan M. Meyers
Jad Sheikali
Approved as to form by counsel for Defendant:
BAKER & HOSTETLER LLP
By: ______________________________
Teresa C. Chow
Paul G. Karlsgodt
Casie D. Collignon
Matthew D. Pearson

25
26
27
28
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Legal Notice

You are eligible for
one year of credit
monitoring from ABM
as part of a class action
settlement.
File a ClaimEnrollRequest Credit
Monitoring by Month __, 2021____.
Read this notice carefully.
You rights are affected by this class action Settlement.
Para una notificación en Español, visitar
www.ABMSettlement.com

1-____-___-____
www.ABMSettlement.com

Davila v. ABM Industries Incorporated
Settlement Administrator
P.O. Box ____
[City], [ST] _____-____

«Barcode»
Postal Service: Please do not mark barcode
Claim #: XXX- «ClaimID» - «MailRec»
«First1» «Last1»
«co»
«Addr1» «Addr2»
«City», «St» «Zip»

2788.7
4828-7527-2914.7

XXX

A settlement has been proposed in a class action lawsuit against ABM Industries Incorporated (“ABM”) relating to
email phishing incidents that potentially resulted in unauthorized access to certain employee email accounts in July
2017 and June 2018 (“Phishing Phishing Incidents”). The emails possibly affected by the Phishing Incidents contained
certain personal information (such as name, address, Social Security number, date of birth, State Identification number,
Driver’s License number, passport number, health insurance numbers, medical information, and financial account
information.).
Who is included? The Settlement includes all individuals notified by ABM of either the July 2017 PhishingPhishing
Incident or the June 2018 Phishing Phishing Incident (“Settlement Class members”).
What does the Settlement provide? The Settlement provides one or two years of credit monitoring, plus free . fraud
consultation and identity theft restoration services. ABM’s records indicate that you are eligible to receive one year of
credit monitoring because you were previously notified about one of the PhishingPhishing Incidents. Settlement Class
members who were previously notified of both Phishing Incidents are eligible to receive two years of credit monitoring.
This year of credit monitoring is in addition to any other credit monitoring you obtained from ABM after the Phishing
Phishing Incidents.
How do I get additional credit monitoring? Go to www.ABMSettlement.com and file a claimenrollrequest credit
monitoring online, or else download, print, complete, and mail a request for an Claim Formenrollment formCredit
Monitoring Request Form to the Settlement Administrator. EnrollmentClaim fFormsSuch fForms are also available by
calling 1-___-___-____. EnrollmentClaim fFormsCredit- Mmonitoring- Rrequest Formss forms must be submitted
online or postmarked by Month __, 20210.
What are my other options? If you do not want to be legally bound by the Settlement, you must exclude yourself by
Month __, 20210. Unless you exclude yourself from the Settlement, you will not be able to sue ABM or its related
parties for any claim released by the Settlement Agreement. If you do not exclude yourself from the Settlement, you
may object and notify the Parties and the Claims Administrator, that you Court that you or your lawyer that you intend
to appear at the Court’s Ffairness Hhearing. Objections are due Month __, 20210. For more information, about you
options and deadlines, and to see the Settlement Agreement and other relevant documents, visit
www.ABMSettlement.com.

2788.7
4828-7527-2914.7

The Court’s Fairness Hearing. There will be hearing in this case on __, 2021 at ____ a.m. __________, 2021 at the
Superior Court of the State of California, County of Los Angeles, County of Los Angeles, 312 N. Spring Street, Los
Angeles, CA 90012 in Department 14. You may appear remotely at this hearing via Zoom using instructions that will
be available at www.ABMSettlement.com. will hold a hearing in this case on Month __, 2020 at __:_0 _.m. At the
hearing, the Court will decide whether to approve: (1) the Settlement; and (2) Class Counsel’s request for $300,000 in
attorneys’ fees and costs and a $7,500 service award to each of the Class Representatives. You may appear at the
hearing, but you do not have to. You also may hire your own attorney, at your own expense, to appear or speak for you
at the hearing.
Where Can I Get More Information?:
For more information, and to enroll in the credit monitoring, please visit www.ABMSettlement.com. You may also call
the Claims Administrator at xxx-xxx-xxxx or contact Class Counsel, the attorneys appointed to represent the Class at
no additional cost to you: Livingston Bakhtiar (esb@livingstonbakhtiar.com); Girardi Keese
(tgirardi@girardikeese.com); or McGuire Law, P.C. (emeyers@mcgpc.com).
For more information, and to enroll in the credit monitoring, please visit www.ABMSettlement.com. You may also call
the Settlement Administration at xxx-xxx-xxxx or contact Class Counsel, the attorneys appointed to represent the Class
at no additional cost to you: Livingston Bakhtiar (@livingstonbakhtiar.com); Girardi Keese
(tgirardi@girardikeese.com); or McGuire Law, P.C. (emeyers@mcgpc.com).

2788.7
4828-7527-2914.7

Davila v. ABM Industries Incorporated Change of Address Form
Complete this form if you need to change your name and address. Once completed, tear at the perforated edges,
add postage, and place in the mail. (If you have questions, visit www.ABMSettlement.com or call 1----------).

«Barcode»
«First1» «Last1»
«Addr1» «Addr2»
«City», «St» «Zip»
_______________________________________________________________________________
First Name

Last Name

________________________________________________________________________________
Address

2788.7
4828-7527-2914.7

________________________________________________________________________________
Address

________________________________________________________________________________
City

2788.7
4828-7527-2914.7

State

Zip Code

___________________
___________________
___________________

Davila v. ABM Industries Incorporated
Settlement Claims Administrator
P.O. Box ____
[City], [ST] _____-____

XXX

2788.7
4828-7527-2914.7

Legal Notice

You are eligible for two
years of credit
monitoring from ABM
as part of a class action
settlement.
File a ClaimEnrollRequest Credit
Monitoring by Month __, 2021____.
Read this notice carefully.
You rights are affected by this class action Settlement.
Para una notificación en Español, visitar
www.ABMSettlement.com.

1-____-___-____
www.ABMSettlement.com
XXX

Davila v. ABM Industries Incorporated
Settlement Administrator
P.O. Box ____
[City], [ST] _____-____

«Barcode»
Postal Service: Please do not mark barcode
Claim #: XXX- «ClaimID» - «MailRec»
«First1» «Last1»
«co»
«Addr1» «Addr2»
«City», «St» «Zip»

A settlement has been proposed in a class action lawsuit against ABM Industries Incorporated (“ABM”) relating to
email phishing incidents that potentially resulted in unauthorized access to certain employee email accounts in July
2017 and June 2018 (“Phishing Incidents”). The emails possibly affected by this incident contained certain personal
information (such as name, address, Social Security number, date of birth, State Identification number, Driver’s License
number, passport number, health insurance numbers, medical information, and financial account information.)
Who is included? The Settlement includes all individuals notified by ABM of either the July 2017 Phishing Incident
or the June 2018 Phishing Incident (“Settlement Class members”).
What does the Settlement provide? The Settlement provides one or two years of credit monitoring, plus free fraud
consultation and identity theft restoration services.. ABM’s records indicate that you are eligible to receive two years
of credit monitoring because you were previously notified about both Phishing Incidents. Settlement Class members
who were previously notified of only one incident are eligible to receive one year of credit monitoring. These two years
of credit monitoring are in addition to any other credit monitoring you obtained from ABM after the Phishing Incidents.
How do I get additional credit monitoring? Go to www.ABMSettlement.com and file a claimenrollrequest credit
monitoring online or download, print, complete, and mail a Claim Forn enrollmentm form a Credit Monitoring Request
Form to the ClaimsSettlement Administrator. Enrollment formsClaiFmorms Forms are also available by calling 1-______-____. EnrollmentClaim fFormsCredit -Mmonitoring Rrequest Formss must be submitted online or postmarked by
Month __, 20210.
What are my other options? If you do not want to be legally bound by the Settlement, you must exclude yourself by
Month __, 20210. Unless you exclude yourself from the Settlement, you will not be able to sue ABM or its related
parties for any claim released by the Settlement Agreement. If you do not exclude yourself from the Settlement, you
may object and notify the Court Parties and the Claims Administrator that you or your lawyer intend to appear at the
Court’s Ffairness Hhearing. Objections are due Month __, 20210. For more information about your options and
deadlines, and to see the Settlement Agreement and other relevant documents, visit www.ABMSettlement.com.
The Court’s Fairness Hearing. There will be hearing in this case on __, 2021 at ____ a.m. __________, 2021 at the
Superior Court of the State of California, County of Los Angeles, 312 N. Spring Street, Los Angeles, CA 90012 in
Department 14. You may appear remotely at this hearing via Zoom using instructions that will be available at

7124.6
4829-6099-4002.4

www.ABMSettlement.com.The Superior Court of the State of California, County of Los Angeles will hold a hearing in
this case on Month __, 2020, at __:_0 _.m. At the hearing, the Court will decide whether to approve: (1) the Settlement;
and (2) Class Counsel’s request for $300,000 in attorneys’ fees and costs and a $7,500 service award to each of the
Class Representatives. You may appear at the hearing, but you do not have to. You also may hire your own attorney, at
your own expense, to appear or speak for you at the hearing.
Where Can I Get More Information?:
For more information, and to enroll in the credit monitoring, please visit www.ABMSettlement.com. You may also call
the SettlementClaims Administratorion at xxx-xxx-xxxx or contact Class Counsel, the attorneys appointed to represent
the Class at no additional cost to you: Livingston Bakhtiar (esb@livingstonbakhtiar.com); Girardi Keese
(tgirardi@girardikeese.com); or McGuire Law, P.C. (emeyers@mcgpc.com).
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Davila v. ABM Industries Incorporated Change of Address Form
Complete this form if you need to change your name and address. Once completed, tear at the perforated edges,
add postage, and place in the mail. (If you have questions, visit www.ABMSettlement.com or call 1----------).

«Barcode»
«First1» «Last1»
«Addr1» «Addr2»
«City», «St» «Zip»
_______________________________________________________________________________
First Name

Last Name

________________________________________________________________________________
Address

________________________________________________________________________________
Address

________________________________________________________________________________
City

7124.6
4829-6099-4002.4

State

Zip Code

XXX
___________________
___________________
___________________

7124.6
4829-6099-4002.4

Davila v. ABM Industries Incorporated
Settlement Claims Administrator
P.O. Box ____
[City], [ST] _____-____

Thomas V. Girardi (SBN: 36603)
tgirardi@girardikeese.com
GIRARDI | KEESE
1126 Wilshire Boulevard
Los Angeles, California 90017
Telephone: (213) 977-0211
Facsimile: (213) 481-1554
Ebby S. Bakhtiar (SBN: 215032)
esb@livingstonbakhtiar.com
LIVINGSTON • BAKHTIAR
3435 Wilshire Boulevard, Suite 1669
Los Angeles, California 90010
Telephone: (213) 632-1550
Facsimile: (213) 632-3100
Attorneys for Plaintiffs Evelia Davila and Larry Wade
and proposed Class Counsel
SUPERIOR COURT OF THE STATE OF CALIFORNIA
COUNTY OF LOS ANGELES
EVELIA DAVILA and LARRY WADE,
individually and on behalf of similarly
situated individuals,

CASE NO.: BC699176
[Honorable Judge Kenneth R. Freeman,
Dept. 014]

Plaintiffs,
CLASS ACTION
v.
ABM INDUSTRIES INCORPORATED, a
Delaware Corporation,
Defendant.

[PROPOSED] ORDER GRANTING
PRELIMINARY APPROVAL OF
CLASS ACTION SETTLEMENT
Date:
Time:
Dept.: 14
Complaint Filed: March 22, 2018
Trial Date: None

On March 22, 2018, and March 23, 2018, respectively, Plaintiffs Evelia Davila and Larry
Wade (“Plaintiffs”), individually and on behalf of purported classes of similarly situated
individuals, filed class actions complaints against Defendant ABM Industries Incorporated

1

(“Defendant” or “ABM”), pursuant to various statutes and common law principles following an

2

alleged email phishing incident that resulted in an alleged authorized disclosure of personal

3

information. Following removal and consolidation of Plaintiffs’ respective actions (the above-

4

captioned matter is referred to herein as the “Action”), a settlement was reached on April 18, 2019,

5

after a full day of negotiations with private mediator Bruce A. Friedman, Esq. of JAMS in Los

6

Angeles, California. On May 10, 2019, this matter was remanded to this Court. Following several

7

weeks of additional negotiations, the Parties reached a formal settlement agreement subject to

8

Court approval as represented in the Stipulation of Class Action Settlement and Release. The

9

Stipulation was fully executed on November 5, 2019, and pursuant to the Court’s July 1, 2020

10

Order, a Modified Stipulation and Settlement Agreement (“Modified Agreement”) was

11

subsequently executed and submitted.

12
13
14

NOW THEREFORE, having read and considered the Modified Agreement and Exhibits
thereto, IT IS HEREBY ORDERED:
1.

This Order hereby incorporates by reference the definitions of the Modified

15

Agreement as though fully set forth herein, and all terms used herein shall have the same meaning

16

as set forth in the Modified Agreement.

17
18
19
20
21
22
23
24
25
26
27
28

2.

The Court finds that the proposed settlement set forth in the Modified Agreement

is sufficiently fair, reasonable, and adequate such that it is hereby preliminarily approved and
notice of the settlement should be provided to the Settlement Class and that a hearing should be
held as set forth below.
3.

The Court conditionally certifies and approves, for settlement purposes only, a

Settlement Class defined as follows: All individuals notified by ABM of either the July 2017 Data
Incident or the June 2018 Data Incident and previously offered credit monitoring services as a
result of the Data Incident(s). Excluded from the Settlement Class are the officers and directors of
ABM during 2017 and 2018 and those persons or entities that timely and validly request exclusion
from the Settlement Class.
4.

The Court appoints Thomas V. Girardi and Keith Griffin of Girardi Keese; Ebby S.
-2[PROPOSED] ORDER GRANTING PRELIMINARY APPROVAL OF
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1

Bakhtiar of Livingston Bakhtiar; and Evan M. Meyers of McGuire Law, P.C. as Class Counsel to

2

represent the Class in this Action.

3

5.

The Court appoints Plaintiffs Evelia Davila and Larry Wade as Class

4

Representatives.

5

6.

The Court hereby preliminarily approves the proposed Modified Agreement upon

6

the terms, conditions, and all release language set forth in the Modified Agreement. The Court

7

finds that the Modified Stipulation appears to be within the range of reasonableness necessary for

8

preliminary approval by the Court. It appears to the Court that the terms of the Modified

9

Agreement are fair, adequate, and reasonable as to all potential Class members when balanced

10

against the probable outcome of further litigation, given the risks relating to liability and damages.

11

It further appears that extensive and costly investigation and research has been conducted such that

12

counsel for the Parties at this time are reasonably able to evaluate their respective positions. It

13

further appears to the Court that the Modified Agreement at this time will avoid substantial

14

additional costs by all parties, as well as the delay and risks that would be presented by the further

15

prosecution of the Action. It appears that the Modified Agreement has been reached as a result of

16

intensive, arms-length negotiations utilizing an experienced third-party neutral.

17

7.

The Court confirms KCC, LLC as the Claims Administrator and preliminarily

18

approves that settlement administrative costs shall be exclusively paid for by Defendant. The cost

19

of administration includes all tasks required of the Claims Administrator by this Modified

20

Agreement, including the issuance of the Notice.

21

8.

A Final Fairness Hearing shall be held on ______________, 2021 at

22

_______________ before the Honorable Kenneth R. Freeman in Department 14 of the Los

23

Angeles County Superior Court located at 312 North Spring Street, Los Angeles, California. The

24

hearing may be held remotely via videoconference. The purpose of such hearing will be to: (a)

25

determine whether the proposed Stipulation should be approved by the Court as fair, reasonable

26

and adequate; (b) determine the reasonableness of Class Counsel’s request for attorneys’ fees and

27

costs; (c) determine the reasonableness of the Incentive Award requested for the Class

28

Representatives; and (d) Order entry of Judgment in the Action, which shall constitute a complete
-3[PROPOSED] ORDER GRANTING PRELIMINARY APPROVAL OF
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1
2

release and bar with respect to the Released Claims described in Paragraph 13, below.
9.

The Court hereby approves as to form and content the one-year postcard notice, the

3

two-year postcard notice (together, the “Postcard Notice”), and the detailed long-form notice,

4

attached as Exhibit A to the Supplemental Memorandum in Support of Preliminary Approval filed

5

on November 25, 2020, and finds that they meet the requirements of due process, constitute the

6

best notice practicable under the circumstances and shall constitute due and sufficient notice to all

7

persons entitled thereto.

8

10.

The Court directs the mailing of the Postcard Notice via pre-paid U.S. Mail to the

9

Settlement Class members in accordance with the schedule and procedures set forth in the

10

Stipulation. The Court further approves the creation of the Settlement Website and the posting of

11

the detailed, long-form notice on the Settlement Website. The Court finds that the dates and

12

procedure selected and for the mailing of the Postcard Notice and the creation of the Settlement

13

Website meet the requirements of due process, provide the best notice practicable under the

14

circumstances, and constitute due and sufficient notice to all persons entitled to notice.

15

A.

16

names and last known addresses for every potential Class member then reasonably

17

available to Defendant, based upon its existing employment records and data at the

18

time the information was provided (“Class Member Information”), within fourteen

19

(14) business days after the entry of this Order;

20

Defendant will provide to the Claims Administrator a list containing the

and

21

B.

The Claims Administrator shall initiate the mailing of the Postcard Notice

22

no later than thirty (30) days after receipt of the Class Member Information from

23

Defendant. Prior to mailing, the Claims Administrator will perform a search based

24

on the National Change of Address Database information to update and correct for

25

any known or identifiable address changes. If a new address is obtained by a way

26

of a returned Notice mailing or a change of address form, then the Claims

27

Administrator shall promptly forward the original Notice mailing to the updated

28

address via indicating on the mailing the date of such re-mailing.
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11.

Settlement Class members may request exclusion from the Class by submitting a

2

timely written request to be excluded from the Class as set forth in the Stipulation, within sixty

3

(60) days after the Postcard Notice is mailed. In order to be valid, the exclusion request must be

4

postmarked no later than ______________, 2021. Any Settlement Class member who submits a

5

valid and timely request for exclusion will not be entitled to any recovery under the Stipulation

6

and will not be bound by the Stipulation or have any right to object, appeal or comment thereon.

7

Settlement Class members who fail to submit valid and timely requests for exclusion shall be

8

Settlement Class members and shall be bound by all terms of the Modified Stipulation and any

9

Final Judgment.

10
11
12
13
14

12.

Settlement Class members who do not request exclusion may object to the

Stipulation and appear at the Final Fairness Hearing to show cause why the proposed Stipulation
of Settlement should not be approved, why the Action should not be dismissed on the merits with
prejudice against the Settlement Class, and to present any opposition to the application of Class
Counsel for attorneys’ fees, costs and expenses. In order to object to the proposed Stipulation of
Settlement, the Settlement Class member must send via U.S. Mail postmarked on or before

15

____________, 2021 a notice of his or her intention to appear and copies of any papers in support

16

of his or her position to the Settlement Administrator, Class Counsel, and ABM’s Counsel

17

postmarked as follows:

18
19
20
21
22
23
24
25
26

CLAIMS ADMINISTRATOR
Davila v. ABM Industries Inc.
Claims Administrator
P.O. Box _____
[City] [ST] _____-____

CLASS COUNSEL
Thomas V. Girardi
Girardi Keese
1126 Wilshire Boulevard
Los Angeles, CA 90017

ABM’S COUNSEL
Casie D. Collignon
Baker & Hostetler LLP
1801 California Street
Suite 4400
Denver, CO 80202

and
Ebby S. Bakhtiar
Livingston Bakhtiar
3435 Wilshire Boulevard
Suite 1669
Los Angeles, CA 90010

27

and

28

Evan M. Meyers
McGuire Law, P.C.
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1

55 West Wacker Drive
9th Floor
Chicago, IL 60601

2
3
4

Any Settlement Class member who does not make his or her objection in the manner

5

provided for herein shall be deemed to have waived such objection and shall forever be foreclosed

6

from making any objection to the fairness or adequacy of the proposed Settlement as incorporated

7

in the Stipulation or to the award of attorneys’ fees, costs and expenses to Class Counsel or

8

Incentive Awards to the Class Representatives unless otherwise ordered by the Court. Plaintiffs

9

and/or Defendant may file oppositions to any properly filed objections to the Modified Agreement.
13.

10

The Court hereby preliminarily approves the nature and disposition of the benefits

11

of the Modified Agreement to the Settlement Class, including the significant data security

12

improvements being made by Defendant and the credit monitoring protection being made available

13

to the Settlement Class members.
14.

14

Upon entry of Judgment by the Court in accordance with the Modified

15

Agreement, all Settlement Class members shall fully and finally release and discharge Defendant

16

ABM Industries Incorporated and its heirs, executors, trustees, administrators, predecessors,

17

successors, and assigns of all claims, rights, demands, liabilities, damages, attorneys’ fees, costs,

18

and causes of action of every nature and description, whether arising under federal, state,

19

statutory, regulatory, common, foreign, or other law, that arise in any way from or relate to the

20

2017 or 2018 Phishing Incidents and that could have been alleged based on the facts asserted in

21

the Complaint (other than claims to enforce the Settlement).
The Released Claims includes any claims that the Settlement Class members do not

22
23

know or suspect to exist in their favor at the time of the release that do arise, or could have

24

arisen, out of the claims alleged in the Action, which, if known by them, might have affected

25

their settlement with, and release of, the ABM Released Parties or might have affected their

26

decision not to object to this Settlement. With respect to the Released Claims described herein,

27

Settlement Class members expressly waive all rights under Section 1542 of the California Civil

28

Code.
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15.

All papers in support of the Modified Agreement, including any application for

2

reimbursement of attorneys’ fees and expenses and for the provision of Incentive Awards to the

3

Class Representatives, shall be filed by ______________, 2021.

4

16.

The Court reserves the right to adjourn the date of the Final Fairness Hearing

5

without further notice to the Settlement Class members and retains jurisdiction to consider all

6

further applications arising out of or connected with the proposed Stipulation of Settlement.

7

17.

Pending final determination as to whether the Modified Agreement should be

8

approved, the Class Representatives and Settlement Class members, whether directly,

9

representatively, or in any other capacity, whether or not such persons have appeared in the Action,

10

shall not institute or prosecute any claims against Defendant, its directors, officers, employees,

11

agents, and anyone acting in concert with it, or any parent, related or affiliated, predecessor or

12

subsidiary corporation, which have been or could have been asserted in the Action based upon the

13

acts and transactions alleged therein, including any claims related to or arising out of the

14

allegations in the Action.

15
16
17

18.

All further proceedings in this Action shall be stayed except such proceedings

necessary to review, approve, and implement this Settlement.
19.

In the event: (i) the Court does not finally approve the Modified Agreement; (ii)

18

the Court does not enter a Final Approval Order as set forth in the Modified Agreement, which

19

becomes final as a result of the occurrence of the Effective Date (as that term is defined by in the

20

Modified Agreement); or (iii) the Modified Agreement does not become final for any other

21

reason, the Modified Agreement shall be null and void, and the Parties and any funds to be

22

awarded under this Settlement shall be returned to their respective statuses as of the date and

23

time immediately prior to the execution of the Modified Agreement, and the Parties shall

24

proceed in all respects as if the Modified Agreement had not been executed.

25

20.

Neither the Modified Agreement, preliminarily approved or not approved, nor any

26

exhibit, document or instrument delivered hereunder, nor any statement, transaction or

27

proceeding in connection with the negotiation, execution or implementation of this Settlement,

28

shall be admissible in evidence for any except as provided in the Modified Agreement.
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21.

For clarity, the deadlines set forth above and in the Modified Agreement are as

2

follows:

3

Notice to be completed by:

___________________, 2021

4

Fee and Expense Application:

___________________, 2021

5

Objection Deadline:

___________________, 2021

6

Exclusion Request Deadline:

___________________, 2021

7

Final Approval Submissions:

___________________, 2021

8

Final Fairness Hearing:

___________________, 2021 at ____:____

9

Deadline to Submit a Credit Monitoring
Request Form:

___________________, 2021

10
11
12
13

IT IS SO ORDERED.
Dated: ______________________

___________________________________
Honorable Kenneth R. Freeman

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
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10
BA K E R & HO S T E T L E R L L P
ATTOR NEYS AT LAW
LOS ANG ELES

11
12

Teresa C. Chow, Bar No. 237694
tchow@bakerlaw.com
BAKER & HOSTETLER LLP
11601 Wilshire Boulevard, Suite 1400
Los Angeles, CA 90025-0509
Telephone:
310.820.8800
Facsimile:
310.820.8859
Paul G. Karlsgodt (Admitted Pro Hac Vice)
pkarlsgodt@bakerlaw.com
Casie D. Collignon (Admitted Pro Hac Vice)
ccollignon@bakerlaw.com
Matthew D. Pearson, Bar No. 294302
mpearson@bakerlaw.com
BAKER & HOSTETLER LLP
1801 California Street, Suite 4400
Denver, CO 80202-2662
Telephone:
303.861.0600
Facsimile:
303.861.7805
Attorneys for Defendant
ABM INDUSTRIES INCORPORATED

13

SUPERIOR COURT OF THE STATE OF CALIFORNIA

14

COUNTY OF LOS ANGELES

15
16
17

EVELIA DAVILA and LARRY WADE,
individually and on behalf of similarly
situated individuals,

18
19
20
21

Plaintiffs,
v.
ABM INDUSTRIES INCORPORATED, a
Delaware Corporation,

22

Defendant.

23

CASE NO.: BC699176
[Honorable Judge Kenneth R. Freeman,
Dept. 014]
Plaintiff,
CLASS ACTION
DECLARATION OF LOUISE
BAIRNSFATHER IN SUPPORT OF
THE PARTIES’ SUPPLEMENTAL
BRIEF RE: MOTION FOR
PRELIMINARY APPROVAL
Complaint Filed: March 22, 2018
Trial Date: None

24
25
26
27
28

4848-4430-1778.2

1
2
3
4
5
6
7
8
9
10
BA K E R & HO S T E T L E R L L P
ATTOR NEYS AT LAW
LOS ANG ELES

11
12
13
14
15
16
17
18
19
20
21
22

I, Louise Bairnsfather, declare:
1.

I am a Director in the Identity Theft & Breach Notification practice group at Kroll

Information Assurance, LLC (“Kroll”). I make this declaration in support of Defendant ABM
Industries Incorporated’s (“ABM”) and Plaintiffs Evelia Davila’s and Larry Wade’s (collectively,
“Plaintiffs” and, together with ABM, the “Parties”) Supplemental Brief regarding Motion for
Preliminary Approval (“Supplemental Brief”). I have personal knowledge of the facts listed
below, and if called as a witness, I could and would testify competently to them.
2.

In 2017 and, again, in 2019, Kroll was retained by counsel on behalf of ABM to

provide services in connection with email phishing attacks (together, the “Phishing Attacks”).
3.

The services counsel for ABM retained Kroll to provide included, among other

things, credit monitoring, fraud consultation, and identity theft restoration services to the persons
who were potentially impacted by the Phishing Attacks.
4.

Between the two incidents, Kroll sent out a total of 173,968 notification letters,

informing individuals potentially impacted by the Phishing Incidents of the availability of those
services at no charge to the individuals.
5.

Of the total population of potentially impacted individuals, only one individual

used Kroll’s identity theft restoration service.
6.

Additionally, that one opened identity theft restoration case was addressed and

subsequently closed in October of 2019.
I declare under penalty of perjury under the laws of the State of California that the
foregoing is true and correct. Executed this 24th day of November, 2020 at Brentwood,
Tennessee.

23
24
25

Louise C. Bairnsfather
Louise Bairnsfather

26
27
28
DECLARATION OF LOUISE BAIRNSFATHER IN SUPPORT OF THE PARTIES’ SUPPLEMENTAL BRIEF RE: MOTION FOR
PRELIMINARY APPROVAL
CASE NO.: BC6991762
ERROR! UNKNOWN DOCUMENT PROPERTY NAME.

Credit Monitoring Request Form
Davila v. ABM Industries Incorporated, Case No. BC699176
Complete this Form if you are a Settlement Class Member that is entitled to receive credit monitoring, fraud
consultation, and identity theft restoration services under the settlement. Forms must be submitted online or
postmarked by [DATE].
1. SETTLEMENT CLASS MEMBER INFORMATION
Name (Last, First)

Address

City, State, Zip

Daytime Phone Number

E-Mail Address (this email address will be used to provide you with your unique credit monitoring enrollment code and
further instructions on enrollment, should this Settlement be approved by the Court)

2. CREDIT MONITORING
I request enrollment in free credit monitoring, fraud consultation, and identity theft restoration services provided by Kroll.
I understand that if the Settlement is finally approved, I will receive email instructions on how to enroll in these services.

By submitting this Form, I certify that I am a Settlement Class Member and that the information provided is true
and correct.

Signature

Date

CREDIT MONITORING REQUEST FORM SUBMISSION REMINDERS
•
•
•

You may submit your Form by mail or through the website at www.ABMSettlement.com.
Please keep a copy of this Form if submitting by mail.
Forms must be submitted online by [Date] or mailed and postmarked by [Date].
QUESTIONS? CALL 1-___-___-____ TOLL-FREE OR VISIT WWW.ABMSETTLEMENT.COM.
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1 Thomas V. Girardi, (SBN: 36603)
tgirardi@girardikeese.com
2 Keith D. Griffin, (SBN: 204388)
kgriffin@girardikeese.com
3
GIRARDI | KEESE
4 1126 Wilshire Boulevard
Los Angeles, California 90017
5 Telephone: (213) 977-0211
Facsimile: (213) 481-1554
6
7 Jad Sheikali (pro hac vice)
jsheikali@mcgpc.com
8 David L. Gerbie (pro hac vice)
dgerbie@mcgpc.com
9 MCGUIRE LAW, P.C.
55 West Wacker Drive, 9th Floor
10 Chicago, Illinois 60601
11 Telephone: (312) 893-7002
Facsimile: (312) 275-7895
12
Attorneys for Plaintiffs and the Putative Class
13

Ebby S. Bakhtiar (SBN: 215032)
esb@livingstonbakhtiar.com
LIVINGSTON • BAKHTIAR.
3435 Wilshire Boulevard, Suite 1669
Los Angeles, CA 90010
Telephone: (213) 632-1550
Facsimile: (213) 632-3100

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

14
15

16 EVELIA DAVILA, individually and on

CASE No.: 2:18-CV-03919 FMO (Ex)

17

PLAINTIFFS’ SECOND AMENDED
CONSOLIDATED CLASS ACTION
COMPLAINT

behalf of similarly situated individuals,

18
19

v.

Plaintiff,

1.
2.

20 ABM INDUSTRIES, INC., a Delaware
21 Corporation; AMERICAN BUILDING

MAINTENANCE CO., a Business Entity

3.

22 Form Unknown; ABM ONSITE

23 SERVICES WEST, INC., a Delaware

Corporation; ABM SERVICES, INC., a

24 Business Entity Form Unknown, and

4.

25 DOES 1 through 100, inclusive,
26

5.

Defendants.

NEGLIGENCE
VIOLATION OF CALIFORNIA’S UNFAIR
COMPETITION LAW CAL. BUS. & PROF.
CODE § 17200 - UNLAWFUL BUSINESS
PRACTICES
VIOLATION OF CALIFORNIA’S UNFAIR
COMPETITION LAW CAL. BUS. & PROF.
CODE §17200 UNFAIR BUSINESS
PRACTICES
VIOLATION OF CALIFORNIA’S UNFAIR
COMPETITION LAW CAL. BUS. & PROF.
CODE §17200 FRAUDULENT/DECEPTIVE
BUSINESS PRACTICES
CONSTITUTIONAL INVASION OF PRIVACY

27
28
1
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1
2

LARRY WADE, individually and on
3 behalf similarly situated individuals,

6.
7.

4

8.

5
6

v.

Plaintiff,

9.
10.
11.

ABM INDUSTRIES INCORPORATED,

7 a Delaware Corporation,

12.

8
9

Defendant.

NEGLIGENCE PER SE
VIOLATION OF STATE DATA BREACH
ACTS
VIOLATION OF N.Y. GENERAL BUSINESS
LAW § 349, ET SEQ.
BREACH OF CONTRACT
BREACH OF IMPLIED CONTRACT
VIOLATION OF THE ILLINOIS CONSUMER
FRAUD AND DECEPTIVE BUSINESS
PRACTICES ACT 815 ILCS 505/1, ET SEQ.
VIOLATION OF THE CALIFORNIA
CONFIDENTIALITY OF MEDICAL
INFORMATION ACT.

10
JURY TRIAL DEMANDED

11
12
13
14
15
16
17
18

PLAINTIFFS’ SECOND AMENDED CONSOLIDATED CLASS ACTION COMPLAINT
Plaintiffs EVELIA DAVILA and LARRY WADE (together, the “Plaintiffs”), both
individually and on behalf of all others similarly situated (the “Class,” “California Subclass,” and
“Illinois Subclass,” as defined below), through their undersigned counsel, hereby allege the
following based upon information and belief formed by investigation made by their attorneys,
except those allegations relating to Plaintiffs and their attorneys, which are based on knowledge:

19
20
21
22
23
24
25
26
27

NATURE OF THE ACTION
1.

Defendants

ABM

INDUSTRIES,

INC.,

AMERICAN

BUILDING

MAINTENANCE CO., ABM ONSITE SERVICES WEST, INC., ABM SERVICES, INC. as well
as DOES 1 to 100 (collectively, “ABM” or “Defendants”), on information and belief, were and are
corporations or business entities conducting business in the County of Los Angeles.
2.

Between June 1999 and May 2010, Plaintiff Davila worked for ABM as a member

of a cleaning crew. During her decade of employment with ABM, Plaintiff Davila regularly worked
nights and consistently performed her job duties to ABM’s satisfaction. Plaintiff Larry Wade was
at all relevant times employed by Defendants in Illinois through early 2018.

28
2
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1

3.

Plaintiffs, both individually and on behalf of the Class, bring this action to secure

2 redress against ABM for their reckless and negligent violations of the Class members’ privacy
3 rights. Plaintiffs and the Class members are current or former ABM employees who entrusted ABM
4 with their personal, financial, and other confidential information. During Plaintiffs’ employment,
5 they entrusted ABM with their full name, Social Security number, birth date, address(es), driver’s
6 license number, credit card numbers, medical information (including biometric information), and
7 other highly-sensitive information (collectively, “Private Identifiable Information” or “PII”).
8

4.

On or around March 12, 2018, Plaintiffs were informed by ABM that, as of August

9 1, 2017, ABM knew that ABM had suffered a data breach (the “2017 Data Breach”) that allowed
10 third parties to access Plaintiffs’ and Class members’ PII. Plaintiffs were informed that third parties
11 obtained their PII through a “phishing” attack, where unauthorized individuals infiltrate unsecure
12 networks by sending malware through email servers to obtain valuable information, install
13 dangerous software, and/or accomplish other nefarious objectives.
14

5.

Additionally, since the Data Breach, ABM suffered a second data breach (the “2018

15 Data Breach”) between January 8, 2018, and August 7, 2018, affecting approximately 60,000 ABM
16 employees, including Plaintiff Wade. The 2018 Data Breach, like the 2017 Data Breach
17 (collectively, the “Data Breaches”), was caused by a phishing attack.
18

6.

ABM’s conduct was negligent and reckless in allowing third parties to gain access

19 to Plaintiffs’ and Class members’ PII. On information and belief, the PII obtained in the attack has
20 compromised Class members’ identities.
21

7.

Plaintiffs and Class members suffered both pecuniary and non-pecuniary injury as a

22 result of the Data Breaches, including their PII being compromised.
23

8.

Due to ABM’s wrongful actions and inactions, Plaintiffs’ and Class members’ PII

24 was stolen and misappropriated, exposing them to fraud, identify theft, and other concrete harms.
25
26

PARTIES
9.

At all times relevant to this action, Plaintiff Davila is and was a resident of Los

27 Angeles County in the state of California. At all times relevant to this action, Plaintiff Wade is and
28 was a resident of Cook County in the state of Illinois.
3
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1

10.

Plaintiffs bring this action individually and on behalf of all others who similarly

2 entrusted ABM with their PII. Upon information and belief, Defendants are Delaware corporations,
3 or business entities of unknown form, doing substantial business in California and Illinois with one
4 of their California addresses listed as 1150 S. Olive Street, Suite 1900, Los Angeles, California
5 90015. Defendants are headquartered in New York.
6

11.

The true names and/or capacities, whether individual, corporate, associate or

7 otherwise, of Defendants Does 1 through 100 (the “Does”), inclusive, and each of them, are
8 unknown to Plaintiffs, who therefore sue said Does by such fictitious names. Plaintiffs are informed
9 and believe, and upon such information and belief allege, that each of the Does fictitiously named
10 herein is legally responsible, negligently or in some other actionable manner, for the events and
11 happenings hereinafter referred to, and proximately caused the injuries and damages to Plaintiffs
12 hereinafter alleged. Plaintiffs will seek leave of Court to amend this Complaint to assert the true
13 names and/or capacities of such fictitiously named Does when the same have been ascertained.
14

12.

Plaintiffs are informed and believe, and thereupon allege, that at all times mentioned

15 herein, Defendants, and each of them, including the Does, were the agents, servants, employees
16 and/or joint ventures of their co-Defendants.
17
18

JURISDICTION AND VENUE
13.

This Court has diversity jurisdiction under 28 U.S.C. § 1332(d), because (i) at least

19 one member of the putative class is a citizen of a state different from any Defendants, (ii) the amount
20 in controversy exceeds $5,000,000 exclusive of interests and costs, and (iii) none of the exceptions
21 under that subsection apply to the instant action.
22

14.

This Court has personal jurisdiction over Defendants because Defendants transact

23 business in California and because a substantial part of the events giving rise to Plaintiffs’ claims
24 arise out of Defendants’ unlawful in-state actions. Further, ABM employs thousands of individuals
25 in California. Thus, this Court has personal jurisdiction over Defendants because they have
26 sufficient minimum contacts with California and because Defendants have consented to the
27 jurisdiction of this Court.
28
4
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1

15.

Venue is proper in this Court pursuant to 28 U.S.C. § 1391(b) because a substantial

2 part of the events giving rise to Plaintiffs’ claims occurred in this District. Venue is also proper
3 because ABM have consented to the jurisdiction of this Court.
4

SUBSTANTIVE ALLEGATIONS

5 A.

The Data Breach Unravels

6

16.

ABM maintain PII of their current and former employees.

7

17.

On or around August 1, 2017, ABM discovered that they had been the target of a

8 major and successful cybersecurity breach that resulted in the unauthorized disclosure of the PII of
9 thousands of their employees.
10

18.

Despite learning of the breach in or about August 2017, ABM waited until March

11 2018, over seven months later, to inform affected persons, including Plaintiffs, of the breach.
12

19.

There was no legitimate reason for ABM to wait so long to inform Plaintiffs and

13 Class members that their PII had been compromised. Further, this is not the first time that ABM
14 have been targeted by a cyber-attack. In 2011, ABM were the target of a cyber-attack on their
15 Information Technology (“IT”) systems, where many ABM employees’ PII ended up in the hands
16 of criminal(s). Despite this clear warning and awareness of the risk of future such cyber-attacks, on
17 information and belief, ABM took insufficient steps to improve the security of their IT systems. The
18 Data Breaches, which are the subject of the present action, occurred several years later and were
19 reasonably foreseeable.
20

20.

By virtue of the 2011 cyber-attack, as well as basic industry knowledge regarding

21 cybersecurity best practices, ABM were not only aware of the risks associated with unauthorized
22 exposure of PII, but, notably, the importance of taking prompt measures to notify affected parties
23 and mitigate identity theft.
24

21.

Plaintiffs and Class members trusted ABM with their PII. Had Defendants informed

25 Plaintiffs and Class members of the Data Breaches within a reasonable period, as required by law,
26 they would have been able to take actions to protect their identities, financial accounts, and other
27 targets from further hacking attempts. Further, Plaintiffs either would have not entered into an
28 employment relationship with ABM, or would have demanded higher compensation in exchange,
5
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1 had they been aware of the risk that ABM would leave their PII vulnerable to attack. Instead,
2 Defendants failed to properly secure their employees’ sensitive information and then let their
3 employees languish in ignorance as to the real risk of irreversible privacy harms presented by the
4 unauthorized parties who had gained access to their PII.
5

22.

Plaintiffs’ and Class members’ PII has been compromised through ABM’s negligent

6 and reckless actions. ABM did not inform Plaintiffs of when the attack actually occurred, but only
7 when ABM “discovered” the attack, which was seven months prior to the date of notification to the
8 Class members. Therefore, it may have been even longer than seven months between when the 2017
9 Data Breach occurred and when Plaintiffs and Class members were first informed.
10

23.

Further, on March 11, 2019, Plaintiff Wade was notified that his PII was exposed in

11 the 2018 Data Breach, another phishing attack that occurred between January 8, 2018, and August
12 7, 2018. Plaintiff Wade was not notified of the 2018 Data breach until several months after ABM
13 gained knowledge of the same.
14 B.

Stolen Information is Valuable to Hackers and Thieves

15

24.

It is well known, and the subject of many media reports, that PII, particularly medical

16 information, is highly coveted and a frequent target of hackers. Businesses that utilize internet-based
17 technologies are especially privy to data privacy issues and threats. Legitimate organizations and
18 the criminal underground alike recognize the value of PII and they aggressively seek to pay for it.
19

25.

PII can be sold in the cybercrime underground for lucrative retail values, especially

20 where medical or financial information is involved. Such information can also be used to clone a
21 credit card or forge an identity.
22

26.

Notwithstanding their usage of internet-based technologies, their prior breach

23 incident, and well-publicized litigation involving cybersecurity, ABM opted to maintain an
24 insufficient and inadequate system to protect the PII of Plaintiffs and Class members.
25 C.

Plaintiffs and Class Members Suffered Damages

26

27.

Plaintiffs and Class members now face years of constant surveillance of their

27 financial and personal records. The Class is incurring and will continue to incur such damages;
28
6
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1 fraudulent account charges and the resulting loss of use and access to their funds, regardless of
2 whether such charges are ultimately reimbursed by the credit card companies; and other harms.
3

28.

The Data Breaches were a direct and proximate result of ABM’s failure to properly

4 safeguard and protect Plaintiffs’ and Class members’ PII from unauthorized access, use, and
5 disclosure, as required by various state and federal regulations, industry practices, and the common
6 law, including ABM’s failure to establish and implement appropriate administrative, technical, and
7 physical safeguards to ensure the security and confidentiality of Plaintiffs’ and Class members’ PII
8 to protect against reasonably foreseeable threats to the security or integrity of such information.
9

29.

Plaintiffs’ and Class members’ PII is private and sensitive in nature and was

10 inadequately protected by ABM. Compounding the problem, ABM did not obtain Plaintiffs’ and
11 Class members’ consent to disclose their PII to unauthorized entities.
12

30.

As a direct and proximate result of ABM’s wrongful actions and inactions leading

13 up to, surrounding, and following the subject Data Breaches, Plaintiffs and Class members have
14 been placed at an imminent, immediate, and continuing increased risk of harm from identity theft
15 and identity fraud, requiring them to take the time and effort to mitigate the actual and potential
16 impact of the Data Breaches on their lives by, among other things, placing “freezes” and “alerts”
17 with credit reporting agencies, contacting their financial institutions, closing or modifying financial
18 accounts, and closely reviewing and monitoring their credit reports and accounts for unauthorized
19 activity.
20

31.

ABM’s wrongful actions and inaction directly and proximately caused the theft and

21 dissemination into the public domain of Plaintiffs’ and Class members’ PII, causing them to suffer,
22 and continue to suffer, economic damages and other actual harm for which they are entitled to
23 compensation, including:
24

a.

Theft of their PII and, on information and belief, actual identity theft;

25

b.

The imminent and impending injury flowing from potential fraud and identity
theft posed by their PII being placed in the hands of criminals and already
misused via the sale of Plaintiffs’ and Class members’ information on the
Internet black market;

c.

The untimely and inadequate notification of the Data Breaches to Plaintiffs

26
27
28

7
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1

and the Class members;

2
3
4

d.

The improper disclosure of their PII;

e.
f.

Loss of privacy;
Ascertainable losses in the form of out-of-pocket expenses and the value of
their time reasonably incurred to remedy or mitigate the effects of the Data
Breaches;

g.

Ascertainable losses in the form of deprivation of the value of their PII, for
which there is a well-established national and international market;

h.

Loss in value of their employment with ABM in terms of the consideration
they provided, e.g. employment services and their compliance with ABM’s
conditions of employment such as the provision of their PII, since ABM did
not provide reasonable and adequate safeguards and security measures that
would protect employees’ and former employees’ PII;

i.

Deprivation of rights they possess under the various laws of California,
Illinois, and New York; and

j.

Other harms incurred by Plaintiffs and Class members due to the
informational injuries incurred as a result of the deprivation of substantive
data privacy rights conferred under the laws of California, Illinois, and New
York, including rights conferred under statute and at common law.

5
6
7
8
9
10
11
12
13
14
15

CLASS ACTION ALLEGATIONS

16
17

32.

Plaintiffs bring this action on their own behalf and on behalf of a nationwide class

18 (“Class”), including a California Subclass (“California Subclass”) and an Illinois Subclass (“Illinois
19 Subclass”), of all other persons similarly situated, pursuant to California Civil Code § 1781, 735
20 ILCS § 5/2-801, and Fed. R. Civ. P. 23. The Class and Subclasses are defined as follows:
The Class: All current and former ABM employees whose PII was disclosed
in the 2017 Data Breach and/or the 2018 Data Breach (Counts I, VI, VII,
VIII, IX, and X).

21
22

The California Subclass: All current and former ABM employees or
contractors residing in California whose PII was disclosed in the 2017 Data
Breach and/or the 2018 Data Breach (Counts II, III, IV, V, XII).

23
24

The Illinois Subclass: All current and former ABM employees or contractors
residing in Illinois whose PII was disclosed in the 2017 Data Breach and/or
the 2018 Data Breach (Count XI).

25
26
27

33.

Plaintiffs do not know the exact number of members of the Class or Subclasses, since

28 that information is within the exclusive control of Defendants. But the members of the Class and
8
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1 Subclasses are believed to be in the tens of thousands. The Class and Subclasses are so numerous that
2 joinder of all members is impracticable.
3

34.

The Plaintiffs and the members of the Class and Subclasses share common interests, as

4 they all have the same or similar claims arising from the same or similar wrongful actions and omissions
5 of Defendants.
6

35.

The claims and/or defenses of the Plaintiffs are typical of the claims and/or defenses

7 of the Class and Subclasses and are all based upon the same legal theories. The Plaintiffs will fairly
8 and adequately protect the interests of the Class and Subclasses. This class action is an appropriate
9 method for the fair and efficient adjudication of the controversy. There are questions of law and/or
10 fact common to the Class and Subclasses, which are substantially similar and predominate over the
11 questions affecting the individual members. Common questions for the Class and Subclasses
12 include, but are not limited to the following:
13

a.

Whether Defendants adequately safeguarded Plaintiffs’ and the Class
members’ PII;

b.

Whether Plaintiffs and the Class members were notified of the 2017 Data
Breach and/or the 2018 Data Breach within a reasonable period;

c.

Whether Defendants willfully, recklessly, and/or negligently failed to
maintain and/or execute reasonable procedures designed to prevent
unauthorized access to Plaintiffs’ and the Class members’ PII;

d.

Whether there was an unauthorized disclosure of the Class members’ PII;

e.

Whether implied or express contracts existed between Defendants and the
Class members;

f.

Whether Plaintiffs and the Class members sustained damages as a result of
Defendants’ failure to adequately safeguard their PII;

g.

Whether Defendants’ PII storage and protection protocols and procedures
were reasonably compliant with industry standards;

h.

Whether Defendants’ cybersecurity prevention, detection, and notification
protocols were reasonable under industry standards;

i.

Whether Defendants misrepresented the safety and security of the Class
members’ PII maintained by Defendants;

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

9
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1

j.

Whether and/or when Defendants became aware of the unauthorized access
to Plaintiffs’ and the Class members’ PII;

k.

Whether Defendants’ conduct violated California law;

l.

Whether Defendants’ conduct violated the Illinois Consumer Fraud and
Deceptive Business Practices Act, 815 ILCS 505/1, et seq.; and

m.

Whether Defendants’ conduct violated New York General Business Law
concerning Deceptive Acts and Practices, N.Y. Gen. Bus. Law § 349, et seq.

2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22

36.

Absent a class action, most Class members would find the cost of litigating their

claims to be prohibitively expensive and would have no effective remedy. The class treatment of
common questions of law and fact is superior to multiple individual actions or piecemeal litigation
in that it conserves the resources of the courts and the litigants and promotes consistency and
efficiency of adjudication.
37.

Plaintiffs will fairly and adequately represent and protect the interests of the other

members of the Class and Subclasses they seek to represent. Plaintiffs have retained counsel with
substantial experience in prosecuting complex litigation and class actions. Plaintiffs and their
counsel are committed to vigorously prosecuting this action on behalf of the other Class members
and have the financial resources to do so. Neither Plaintiffs nor their counsel have any interest
adverse to those of the other members of the Class or Subclasses.
38.

Defendants have acted and failed to act on grounds generally applicable to the

Plaintiffs and the other members of the Class and Subclasses, requiring the Court’s imposition of
uniform relief to ensure compatible standards of conduct toward the members of the Class and
Subclasses and making injunctive or corresponding declaratory relief appropriate for the Class and
Subclasses as a whole.

23

COUNT I
Negligence
(On Behalf of Plaintiffs and the Class and Subclasses)

24
25
26

39.

Plaintiffs reallege and incorporate by reference the foregoing allegations as if fully

27 set forth herein.
28

40.

As a condition of employment, Defendants required Plaintiffs and the Class members
10
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1 to provide their Private Identifiable Information.
2

41.

Upon accepting and inputting Plaintiffs’ and Class members’ PII in their system,

3 ABM undertook and owed a duty to Plaintiffs and Class members to exercise reasonable care to
4 secure and safeguard that information from being compromised, lost, stolen, misused, and
5 or/disclosed to unauthorized parties, and to utilize commercially reasonable methods to do so. This
6 duty included, among other things, designing, maintaining, and testing ABM’s security systems to
7 ensure that Plaintiffs’ and the Class members’ PII was adequately secured and protected.
8

42.

ABM also had a duty, or assumed a duty, to implement reasonable data privacy and

9 cybersecurity protocols, including adequate prevention, detection, and notification procedures, in
10 order to safeguard the PII of the Plaintiffs and the Class members and to prevent the unauthorized
11 access to and disclosures of the same.
12

43.

ABM also had a duty to timely disclose to Plaintiffs and Class members that their

13 PII had been, or was reasonably believed to have been, compromised. Timely disclosure was
14 appropriate so that, among other things, Plaintiffs and Class members could take appropriate
15 measures to avoid theft of monies and to monitor their account information and credit reports for
16 fraudulent activity.
17

44.

Defendants breached these aforementioned duties in, without limitation, at least one

18 or more of the following ways:
19

a.

Failing to implement reasonable data privacy and cybersecurity measures to
secure ABM’s, and/or Plaintiffs’ and Class members’, email accounts,
including failing to require adequate multifactor authentication and
encryption;

b.

Failing to implement a reasonable data privacy and cybersecurity protocol,
including adequate procedures for preventing cybersecurity threats and/or
detecting such threats in a timely manner;

c.

Failing to notify Plaintiffs and Class members that their PII had been
disclosed to nefarious hackers within a reasonable period of time, despite
having specific knowledge of the same;

d.

Failing to reasonably comply with applicable state and federal law
concerning data privacy and cybersecurity protocol, including the substance
of Defendants’ unreasonably-delayed notification to Plaintiffs and Class
members concerning the Data Breaches; and
11

20
21
22
23
24
25
26
27
28
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1

e.

2
3
4

45.

Otherwise failing to act reasonably under the circumstances with regard to
Defendants’ conduct in preventing, detecting, and disclosing the Data
Breaches.

ABM further breached their duty to discover and notify Plaintiffs and Class members

5 by failing to discover the Data Breaches within a reasonable time and by failing to notify Plaintiffs
6 and Class members of the Data Breaches until several months after ABM gained knowledge of the
7 respective Data Breaches. To date, ABM have not provided sufficient information to Plaintiffs and
8 Class members regarding the extent and scope of the Data Breaches and continue to violate their
9 legal disclosure obligations to Plaintiffs and the Class.
10

46.

ABM also breached their duty to Plaintiffs and Class members to adequately protect

11 and safeguard their PII by knowingly disregarding standard information security principles, despite
12 obvious risks, and by allowing unmonitored and unrestricted access to unsecured networks. ABM’s
13 conduct permitted third parties to gather Plaintiffs’ and Class members’ PII, misuse it, and
14 intentionally disclose and sell it to others without consent.
15

47.

Defendants knew, or should have known, that their data privacy and cybersecurity

16 protocol failed to reasonably protect Plaintiffs’ and the Class members’ PII.
17

48.

Through their failure to timely discover and provide clear notification of the Data

18 Breaches to consumers, ABM prevented Plaintiffs and Class members from taking meaningful,
19 proactive steps to secure their data.
20

49.

Upon information and belief, ABM improperly and inadequately safeguarded the PII

21 of Plaintiffs and Class members in deviation from standard industry rules, regulations, and practices
22 at the time of the Data Breaches.
23

50.

ABM’s failure to take proper security measures to protect Plaintiffs’ and Class

24 members’ sensitive PII created conditions conducive to a foreseeable, intentional criminal act,
25 namely the unauthorized access, theft, and sale of Plaintiffs’ and Class members’ PII.
26

51.

ABM’s conduct was grossly negligent and departed from all reasonable standards of

27 care, including but not limited to: failing to adequately protect the PII; failing to conduct adequate
28 regular security audits; and failing to provide adequate and appropriate supervision of persons
12
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1 having access to Plaintiffs’ and Class members’ PII.
2

52.

Defendants’ failure to implement a cybersecurity and data privacy governance

3 program and to properly train their current and former employees to detect, avoid, and report
4 cyberthreats such as phishing attempts resulted in the Plaintiffs and the Class members being
5 unequipped to avoid the Data Breaches.
6

53.

Defendants’ lax, non-compliant, inadequate, and/or nonexistent cybersecurity

7 governance program not only allowed unauthorized third parties to infiltrate their corporate
8 networks, but also enabled such hackers to go undetected for an extended period. Had Defendants
9 employed an adequate cybersecurity protocol, the unauthorized third parties would not have been
10 able to transmit malware to ABM employees and extract data from their firewall.
11

54.

As a direct result of Defendants’ negligent acts and omissions, Plaintiffs and the

12 Class members suffered injury and damages, including the loss or substantial impairment of their
13 legally protected interest in the confidentiality and privacy of their PII, the loss or substantial
14 impairment of the benefit of their bargain in accepting employment with Defendants, and pecuniary
15 injury in the form of time and expense to mitigate the disclosure of their data to nefarious third
16 parties.
17
18
19
20

COUNT II
Violation of California’s Unfair Competition Law Cal. Bus. & Prof. Code § 17200 Unlawful
Business Practices
(On Behalf of Plaintiff Davila and the California Subclass)
55.

Plaintiff Davila realleges and incorporates by reference the foregoing allegations as

21 if fully set forth herein.
22

56.

ABM have violated Cal. Bus. and Prof. Code §17200 et seq. by engaging in unlawful,

23 unfair or fraudulent business acts and practices, as defined in Cal. Bus. Prof. Code §17200. ABM
24 engaged in unlawful acts and practices with respect to their services by establishing the sub-standard
25 security practices and procedures described herein; by soliciting and collecting Plaintiff’s and Class
26 members’ PII with knowledge that the information would not be adequately protected; and by
27 gathering Plaintiff’s and the California Subclass members’ PII in an unsecure electronic
28 environment in violation of California’s data breach statute, Cal. Civ. Code § 1798.81.5, which
13
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1 required ABM to take reasonable methods of safeguarding the PII of Plaintiff and the California
2 Subclass members.
3

57.

In addition, ABM engaged in unlawful acts and practices with respect to their

4 services by failing to discover and then disclose the Data Breaches to Plaintiff and the California
5 Subclass members in a timely and accurate manner, contrary to the duties imposed by Cal. Civ.
6 Code § 1798.82. To date, ABM have still not provided sufficient information to Plaintiff and the
7 California Subclass members.
8

58.

As a direct and proximate result of ABM’s unlawful acts and practices, Plaintiff and

9 the California Subclass members were injured and lost money or property, including but not limited
10 to the loss or substantial impairment of their legally protected interest in the confidentiality and
11 privacy of their PII, and additional losses described above.
12

59.

ABM knew or should have known that their system had been breached, that their

13 data security practices were inadequate to safeguard California Subclass members’ PII, and that the
14 risk of a data breach or theft was highly likely. ABM’s actions in engaging in the above-named
15 unlawful practices and acts were at least negligent, if not reckless and/or willful with respect to the
16 rights of the California Subclass members.
17

60.

Plaintiff and the California Subclass members seek relief under Cal. Bus. & Prof.

18 Code § 17200, et seq., including, but not limited to, restitution to Plaintiff and California Subclass
19 members of money or property that ABM may have acquired by means of their unlawful and unfair
20 business practices, restitutionary disgorgement of all profits accruing to ABM because of their
21 unlawful and unfair business practices, declaratory relief, attorneys’ fees and costs (pursuant to Cal.
22 Code Civ. Proc. § 1021.5), and injunctive or other equitable relief.
23
24
25
26

COUNT III
Violation of California’s Unfair Competition Law Cal. Bus. & Prof. Code §17200 Unfair
Business Practices
(On Behalf of Plaintiff Davila and the California Subclass)
61.

Plaintiff Davila realleges and incorporates by reference the foregoing allegations as

27 if fully set forth herein.
28

62.

ABM engaged in unfair acts and practices by soliciting and collecting Plaintiff’s and
14
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1 the California Subclass members’ PII with knowledge that the information would not be adequately
2 protected and that Plaintiff’s and the California Subclass members’ PII would be processed in an
3 unsecure electronic environment. ABM also engaged in unfair acts and practices with respect to the
4 provision of their services by failing to enact adequate privacy and security measures and protect
5 California Subclass members’ PII from unauthorized disclosure, release, data breaches, and theft,
6 and by failing to timely discover and give notice of the Data Breaches.
7

63.

These unfair acts and practices were immoral, unethical, oppressive, unscrupulous,

8 unconscionable, and/or substantially injurious to Plaintiff and the California Subclass members.
9 They were likely to deceive the public into believing their PII was secure, when it was not. The
10 harm these practices caused to Plaintiff and the California Subclass members outweighed their
11 utility, if any.
12

64.

As a direct and proximate result of ABM’s unfair acts and practices, Plaintiff and the

13 California Subclass members were injured and lost money or property, including but not limited to
14 the loss or substantial impairment of their legally-protected interest in the confidentiality and privacy
15 of their PII, and additional losses described above.
16

65.

ABM knew or should have known that their systems and data security practices were

17 inadequate to safeguard California Subclass members’ PII and that the risk of a data breach or theft
18 was highly likely. ABM’s actions in engaging in the above-named unlawful practices and acts were
19 at least negligent, if not reckless and/or willful.
20

66.

The members of the California Subclass seek relief under Cal. Bus. & Prof. Code §

21 17200, et seq., including but not limited to, restitution to Plaintiff and the California Subclass
22 members of money or property that ABM may have acquired by means of their unfair business
23 practices, restitutionary disgorgement of all profits accruing to ABM because of their unfair business
24 practices, declaratory relief, attorneys’ fees and costs (pursuant to Cal. Code Civ. Proc. §1021.5),
25 and injunctive or other equitable relief.
26
27
28
15
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1
2
3
4

COUNT IV
Violation of California’s Unfair Competition Law Cal. Bus. & Prof. Code §17200
Fraudulent/Deceptive Business Practices
(On Behalf of Plaintiff Davila and the California Subclass)
67.

Plaintiff Davila realleges and incorporates by reference the foregoing allegations as

5 if fully set forth herein.
6

68.

ABM engaged in fraudulent and deceptive acts and practices by omitting,

7 suppressing, and concealing the material fact of the inadequacy of their privacy and security
8 protections for California Subclass members’ PII. At the time that California Subclass members
9 were using ABM’s system, ABM failed to disclose to the Subclass members that their data security
10 systems failed to meet legal and industry standards for the protection of their PII. Plaintiff and the
11 California Subclass members would not have entrusted ABM with their private information if they
12 had known about ABM’s substandard data security practices. These representations were likely to
13 deceive members of the public, including Plaintiff and the California Subclass members, into
14 believing their PII was secure, when it was not, and that ABM were complying with relevant law
15 and industry standards, when they were not.
16

69.

As a direct and proximate result of ABM’s deceptive practices and acts, Plaintiff

17 and the California Subclass members were injured and lost money or property, including but not
18 limited to the loss of their legally protected interest in the confidentiality and privacy of PII, and
19 additional losses described above.
20

70.

ABM knew or should have known that their system and data security practices were

21 inadequate to safeguard California Subclass members’ PII and that the risk of a data breach or theft
22 was highly likely. ABM’s actions in engaging in the above-named unlawful practices and acts were
23 at least negligent, if not reckless and/or willful.
24

71.

The members of the California Subclass seek relief under Cal. Bus. & Prof. Code §

25 17200, et seq., including, but not limited to, restitution to Plaintiffs and the California Subclass
26 members of money or property that ABM may have acquired by means of their fraudulent and
27 deceptive business practices, restitutionary disgorgement of all profits accruing to ABM because of
28 their fraudulent and deceptive business practices, declaratory relief, attorney’s fees and costs
16
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1 (pursuant to Cal. Code Civ. Proc. §1021.5), and injunctive or other equitable relief.
2

COUNT V
Constitutional Invasion of Privacy
(On Behalf of Plaintiff Davila and the California Subclass)

3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

72.

Plaintiff Davila realleges and incorporates by reference the foregoing allegations as

if fully set forth herein.
73.

Article 1, Section 1, of the California Constitution provides that “[a]ll people are by

nature free and independent and have inalienable rights. Among these are enjoying and defending
life and liberty, acquiring, possessing, and protecting property, and pursuing and obtaining safety,
happiness, and privacy.”
74.

Plaintiff and the California Subclass members had a legally protected privacy interest

in their PII provided to ABM.
75.

Plaintiff and the California Subclass members had a reasonable expectation of

privacy as to the PII they provided to ABM.
76.

ABM’s actions and inactions amounted to a serious invasion of the protected privacy

interests of Plaintiff and the California Subclass members.
77.

ABM’s invasion of Plaintiff’s and the California Subclass members’ reasonable

expectation of privacy caused Plaintiff and the California Subclass members to suffer damages.

18

COUNT VI
Negligence Per Se
(On Behalf of Plaintiffs and the Class and Subclasses)

19
20
21
22
23
24
25

78.

Plaintiffs reallege and incorporate by reference the foregoing allegations as if fully

set forth herein.
79.

ABM had a duty to implement and maintain reasonable security procedures and

practices to safeguard Plaintiffs’ and Class members’ PII, pursuant to state laws in California,
Illinois, and New York:
a.

California Civil Code § 1798.81.5;

27

b.

California Civil Code § 56, et seq.;

28

c.

Illinois Consumer Fraud and Deceptive Business Practices Act 815 ILCS

26

17
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1

505/1, et seq.;

2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18

80.

Illinois Personal Information Protection Act 815 530/1, et seq.; and

e.

New York General Business Law § 349, et seq.

ABM breached their duties to the Class members as established under the laws stated

above by failing to provide fair, reasonable, and/or adequate computer systems and data security
practices to safeguard Plaintiffs’ and Class members’ PII, and by failing to implement and conduct
a reasonable and adequate breach notification protocol in a timely manner.
81.

ABM’s failure to comply with applicable laws constitutes negligence per se.

82.

But for ABM’s wrongful and negligent breach of their duties owed to Plaintiffs and

Class members, Plaintiffs and the Class members would not have been injured in the manner
described herein.
83.

The injuries and harms suffered by Plaintiffs and the Class members were the

reasonably foreseeable result of ABM’s breach of their duties. ABM knew or should have known
that they were failing to meet their duties, and that ABM’s breach would cause Plaintiffs and the
Class members to experience the foreseeable harms associated with the exposure of their PII.
84.

As a direct and proximate result of ABM’s negligent conduct, Plaintiffs and the

Class members have suffered injury and are entitled to damages in an amount to be proven at trial.
COUNT VII
Violation of State Data Breach Acts
(On Behalf of Plaintiff Davila and the California Subclass)

19
20
21

d.

85.

Plaintiff Davila realleges and incorporates by reference the foregoing allegations as

22 if fully set forth herein.
86.
ABM own, license, and/or maintain computerized data that includes Plaintiff’s and
23
24 the California Subclass members’ PII.
87.
ABM were required, but failed, to take all reasonable steps to dispose, or arrange for
25
26 the disposal, of records within their custody or control containing PII when the records were no
27 longer needed, by shredding, erasing, or otherwise modifying the identifying information in those
28 records to make it unreadable or undecipherable through any means.
18
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1

88.

ABM’s conduct, as alleged above, violated the data breach statutes of California,

2 including California, Cal. Civ. Code §§ 1798.80 et seq.
3

89.

ABM were required, but failed, to implement reasonable cybersecurity practices

4 appropriate to the nature and scope of the information compromised in the Data Breaches.
5

90.

The Data Breaches constituted a “breach of the security system” within the meaning

6 of section 1798.82(g) of the California Civil Code.
7

91.

The information compromised in the Data Breaches constituted “personal

8 information” within the meaning of section 1798.80(e) of the California Civil Code.
9

92.

Like other state Data Breach Acts, California Civil Code § 1798.80(e) requires

10 disclosure of data breaches “in the most expedient time possible and without unreasonable delay.”
11

93.

ABM violated Cal. Civ. Code § 1798.80(e) by unreasonably delaying disclosure of

12 the Data Breaches to Plaintiff and other California Subclass members, whose PII was, or was
13 reasonably believed to have been, acquired by an unauthorized person.
14

94.

Upon information and belief, no law enforcement agency instructed ABM that

15 notification to Plaintiff and the California Subclass members would impede a criminal investigation;
16 thus, such notification was required.
17

95.

ABM 's violation of state Data Breach Acts, including Cal. Civ. Code § 1798.80, et

18 seq., directly and proximately caused Plaintiff and the California Subclass members to incur
19 economic damages, including expenses associated with monitoring their personal and financial
20 information to prevent further fraud.
21

96.

Plaintiff, individually and on behalf of the California Subclass, seeks all remedies

22 available under Cal. Civ. Code § 1798.84, including, but not limited to: (a) actual damages suffered
23 by California Subclass members as alleged above; (b) statutory damages for ABM’s willful,
24 intentional, and/or reckless violation of Cal. Civ. Code § 1798.83; (c) equitable relief; and (d)
25 reasonable attorneys’ fees and costs under Cal. Civ. Code §1798.84(g).
26

97.

Because ABM were guilty of oppression, fraud or malice, in that they acted with a

27 willful and conscious disregard of Plaintiff’s and the California Subclass members’ rights, Plaintiff
28 also seek punitive damages, individually and on behalf of the California Subclass.
19
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1

COUNT VIII
Violation of N.Y. Gen. Bus. Law § 349, et seq.
(On Behalf of Plaintiffs and the Class and Subclasses)

2
3
4
5
6
7
8

98.

Plaintiffs reallege and incorporate by reference the foregoing allegations as if fully

set forth herein.
99.

Defendants are headquartered in New York.

100.

Defendants engaged in deceptive, unfair and unlawful trade acts or practices in the

conduct of trade or commerce and furnishing of services, in violation of N.Y. Gen. Bus. Law § 349,
et seq., including but not limited to the following acts and omissions:

9

a.

Misrepresenting the adequacy of their data privacy and cybersecurity
practices and procedures to safeguard the Class Members’ PII;

b.

Requiring the provision of PII by the Class members as a condition of
employment despite the inadequacy of their cybersecurity protocol;

c.

Failing to take reasonable measures to mitigate the disclosure of Class
members’ PII, including failing to notify the Class members of such
unauthorized disclosures of their PII until more than seven months after they
learned of the Data Breaches and failing to promptly identify the source of
the Data Breaches;

d.

Concealing the material fact of the inadequacy of their privacy and security
protections for the Class members’ PII;

e.

Otherwise engaging in a course of conduct that is contrary to accepted data
privacy, cybersecurity and personnel management standards; and

f.

Otherwise engaging in deceptive, unfair and unlawful trade acts or practices
by failing to maintain the sensitive PII of the Class members in violation of
the duties and public policies reflected in applicable state and federal laws.

10
11
12
13
14
15
16
17
18
19
20
21
22

101.

As a direct result of Defendants’ deceptive, unfair, and unlawful trade practices,

23 Plaintiffs and the Class members suffered injury and damages, including the loss of their legally
24 protected interest in the confidentiality and privacy of their PII, the loss of the benefit of their bargain
25 in accepting employment with Defendants, pecuniary injury in the form of time and expense to
26 mitigate the disclosure of their PII to nefarious third parties.
27

102.

Had Defendants provided timely and accurate notice of the Data Breaches, Plaintiffs

28 and the Class members would have been able to mitigate or attempt to mitigate the damages and
20
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1 harm resulting in Defendants’ failure to prevent the Data Breaches and their unreasonable delay in
2 providing notice to the Class members by, for example, the purchase of credit monitoring services,
3 placement of alerts on their financial accounts, and other identify theft measures.
4

103.

Defendants knew, or should have known, that their data privacy and cybersecurity

5 practices were inadequate to safeguard the Plaintiffs’ and the Class members’ PII and that the risk
6 of a data breach or theft was highly likely.
7

104.

Defendants’ conduct was knowing and willful and/or wanton and reckless, and at the

8 very least was highly negligent, with respect to the rights of Plaintiffs and the Class members.
9

COUNT IX
Breach of Contract
(On Behalf of Plaintiffs and the Class and Subclasses)

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

105.

Plaintiffs reallege and incorporate by reference the foregoing allegations as if fully

set forth herein.
106.

Plaintiffs and Class members are parties to express agreements with Defendants

whereby Plaintiffs and the Class members provide labor, their PII, and other employment-related
services to Defendants in exchange for compensation and other material, employment-related
benefits, including the provision of reasonable safeguards to prevent the unauthorized disclosure of
Plaintiffs’ and Class members’ PII. Plaintiffs and the Class members fully performed their
obligations under their employment agreements with Defendants.
107.

Defendants’ failure to implement an adequate and reasonable data privacy and

cybersecurity protocol which included adequate prevention, detection, and notification procedures
constitutes a breach of contract.
108.

Plaintiffs and the Class members would not have provided and entrusted their PII to

Defendants as a condition of employment with Defendants, or would have sought additional
compensation, in the absence of an agreement with Defendants to reasonably safeguard their PII
and to reasonably notify them of unauthorized disclosures.
109.

Defendants breached the contracts they made with Plaintiffs and the Class members

by failing to safeguard and protect their PII, and by failing to notify them in a timely and accurate
manner that that their PII was compromised in the Data Breaches.
21
Pls’ 2nd Amend. Consol.
Class Action Complaint

Case No. 2:18-cv-03919-FMO (Ex)

Case 2:18-cv-03919-FMO-MRW Document 61 Filed 04/26/19 Page 22 of 25 Page ID #:464

1

110.

The damages expressed herein as sustained by Plaintiffs and the Class members were

2 the direct and proximate result of Defendants’ breaches of contract.
3

COUNT X
Breach of Implied Contract (in the alternative to Count IX)
(On Behalf of Plaintiffs and the Class and Subclasses)

4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

111.

Plaintiffs reallege and incorporate by reference the foregoing allegations as if fully

set forth herein.
112.

Plaintiffs and the Class members were required to provide Defendants their PII as a

condition of employment. In the alternative to Count IX, and to the extent that it is found that
Defendants did not have an express contract with Plaintiffs and the Class members, Defendants
entered into contracts-implied-in-fact with Plaintiffs and the Class members whereby, by virtue of
the requirement to provide their PII, Defendants were obligated to take reasonable steps to secure
and safeguard the Class members’ PII, and Defendants were obligated to take reasonable steps
following the Data Breaches to disclose the material details regarding the same.
113.

Defendants’ failure to implement an adequate and reasonable data privacy and

cybersecurity protocol which included adequate prevention, detection, and notification procedures
constitutes a breach of an implied contract between Defendants and the Class members.
114.

Plaintiffs and the Class members would not have provided and entrusted their PII to

Defendants to obtain employment with Defendants, or would have sought additional compensation,
in the absence of an agreement with Defendants to reasonably safeguard their PII and to reasonably
notify them of unauthorized disclosures
115.

Plaintiffs and the Class members fully performed their obligations under their

implied contracts with Defendants.
116.

Defendants breached the implied contracts they made with Plaintiffs and the Class

members by failing to safeguard and protect their PII, and by failing to notify them in a timely and
accurate manner that that their PII was compromised in the Data Breaches.
117.

The damages expressed herein as sustained by Plaintiffs and the Class members were

the direct and proximate result of Defendants’ breaches of contract.

28
22
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1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19

COUNT XI
Violation of the Illinois Consumer Fraud and Deceptive Business Practices Act,
815 ILCS 505/1, et seq.
(On Behalf of Plaintiff Wade and the Illinois Subclass)
118.

fully set forth herein.
119.

protect Plaintiff’s and the Illinois Subclass members’ PII and to notify them regarding any
unauthorized disclosure in the most expedient time possible and without reasonable delay.
120.

24
25
26
27
28

Defendants’ unlawful conduct alleged herein in failing to safeguard their employees’

PII and subsequent failure to notify their employees that such PII had been compromised as required
constitute violations of the IPIPA.
121.

Pursuant to Section 530/20 of the Illinois Consumer Fraud and Deceptive Business

Practices Action, 815 ILCS 505/1, et seq., a violation of IPIPA is deemed an unlawful practice and
violation of the Illinois Consumer Fraud and Deceptive Business Practices Act. See 815 ILCS
505/20.
122.

Plaintiff and the Illinois Subclass members have suffered injury in fact and actual

damages, as alleged herein, as a result of Defendants’ unlawful conduct and violations of the Illinois
Consumer Fraud and Deceptive Business Practices Act.
COUNT XII
Violation of the California Confidentiality of Medical Information Act
(Cal. Civ. Code § 56, et seq.)
(On Behalf of Plaintiff Davila and the California Subclass).

21

23

Pursuant to the Illinois Personal Information Protection Act, 815 ILCS 530/1, et seq.

(“IPIPA”), Defendants were required to implement and maintain reasonable security measures to

20

22

Plaintiff Wade realleges and incorporates by reference the foregoing allegations as if

123.

Plaintiff Davila realleges and incorporates by reference the foregoing allegations as

if fully set forth herein.
124.

Cal. Civ. Code § 56, et seq. requires employers that receive medical information

from employees to design, implement, and maintain procedures to ensure the confidentiality and
protection from unauthorized use and disclosure of such information. Cal. Civ. Code § 56 also
prohibits employers from the disclosure of such information without first obtaining written consent.
23
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1

125.

ABM were in the possession of, and retained, medical information belonging to and

2 regarding their current and former employees.
3

126.

Cal. Civ. Code § 56, et seq., imposed a legal duty on ABM to protect the confidential

4 and highly sensitive medical information of Plaintiffs and the California Subclass.
5

127.

ABM failed to develop, implement, and maintain data security and retention policies

6 that would have prevented the access to Plaintiff’s and the California Subclass members’ PII,
7 including medical information, without prior written authorization.
8

128.

As such, ABM breached their legal duties imposed by Cal. Civ. Code § 56, et seq.

9

129.

Cal. Civ. Code § 56.36 entitles Plaintiff and the California Subclass members who

10 had medical information compromised during the Data Breaches to nominal damages of $1,000.00
11 per California Subclass member, in addition to actual damages.
12
13

PRAYER FOR RELIEF
WHEREFORE, Plaintiffs Evelia Davila and Larry Wade, individually and on behalf of all

14 Class and Subclass members proposed in this Complaint, respectfully request that the Court enter
15 judgment in their favor and against Defendants ABM as follows:
16

A.

17

herein and appointing Plaintiffs as Class Representatives and their undersigned

18
19
20

For an Order certifying the Class, California Subclass, and Illinois Subclass as defined

attorneys as Class Counsel to represent the Class and Subclasses;
B.

For equitable relief enjoining ABM from engaging in the wrongful conduct
complained of herein pertaining to the misuse and/or disclosure of Plaintiffs’ and Class

21
22

members’ Private Identifiable Information, and from refusing to issue prompt,

23

complete, and accurate disclosures to the Plaintiffs and Class members;

24

C.

25

respect to consumer data collection, storage, and safety and to disclose with specificity

26
27
28

For equitable relief compelling ABM to utilize appropriate methods and policies with

to Class members the type of PII compromised;
D.

For equitable relief requiring restitution and disgorgement of the revenues wrongfully
24
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1
2

retained as a result of ABM ’s wrongful conduct;
E.

3

damages, nominal damages, and punitive damages in an amount to be determined at

4

trial;

5
6
7

For an award of actual damages, treble damages, statutory damages, compensatory

F.

For an award of attorneys’ fees and costs of suit, as allowable by law; and

G.

For such other and further relief as this court may deem just and proper.
DEMAND FOR JURY TRIAL

8
9

Plaintiffs, on behalf of themselves and all others similarly situated, hereby demand a jury

10 trial for all claims so triable.
11

DATED: April 26, 2019

12

By: /s/ Jad Sheikali
One of the Attorneys for Plaintiffs

13
14 Jad Sheikali (pro hac vice)
jsheikali@mcgpc.com
15 David L. Gerbie (pro hac vice)
dgerbie@mcgpc.com
16
MCGUIRE LAW, P.C.
th
17 55 West Wacker Drive, 9 Floor
Chicago, Illinois 60601
18 Telephone: (312) 893-7002
Facsimile: (312) 275-7895
19
Thomas V. Girardi, (SBN: 36603)
20 tgirardi@girardikeese.com
Keith D. Griffin, (SBN: 204388)
21
kgriffin@girardikeese.com
22 GIRARDI | KEESE
1126 Wilshire Boulevard
23 Los Angeles, California 90017
Telephone: (213) 977-0211
24 Facsimile: (213) 481-1554
25

Ebby S. Bakhtiar (SBN: 215032)
26 esb@livingstonbakhtiar.com
LIVINGSTON • BAKHTIAR.
27 3435 Wilshire Boulevard, Suite 1669
Los Angeles, CA 90010
28 Telephone: (213) 632-1550
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SUPREME COURT OF THE STATE OF NEW YORK
COUNTY OF NEW YORK: COMMERCIAL DIVISION PART IAS MOTION 39EFM
-----------------------------------------------------------------------------------X
FRANCISCO BARRIENTOS, STEPHEN SZPILA,
Plaintiff,

INDEX NO.
MOTION DATE

654456/2018
12/20/2019

-vSCOTT SALMIRS, LINDA CHAVEZ, J. PHILIP
FERGUSON, ANTHONY FERNANDES, ART GARCIA,
THOMAS GARTLAND, SUDHAKER KESAVAN,
LAURALEE MARTIN, FILIPPO PASSERINI, WINIFRED
WEBB, DIEGO SCAGLIONE, JAMES MCCLURE, SCOTT
GIACCOBE, ABM INDUSTRIES INCORPORATED
(NOMINAL DEFENDANT), LEIGHANNE BAKER,
DONALD COLLERAN

002

MOTION SEQ. NO.

DECISION + ORDER ON
MOTION

Defendant.
-----------------------------------------------------------------------------------X
HON. SALIANN SCARPULLA:
The following e-filed documents, listed by NYSCEF document number (Motion 002) 49, 50, 51, 52, 53,
54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71, 72, 73, 74, 75, 76, 77, 78, 79, 80,
81, 84, 85, 86, 87, 88, 89, 90, 100, 101, 102, 103, 104, 105
DISMISSAL
were read on this motion to/for
.

In this shareholders’ derivative action, defendants Scott Salmirs, Linda Chavez, J.
Philip Ferguson, Anthony Fernandes, Art Garcia, Thomas Gartland, Sudhaker Kesavan,
Lauralee Martin, Filippo Passerini, Winifred Webb, Diego Scaglione, James Mcclure,
Scott Giaccobe, Leighanne Baker, Donald Colleran (together, the “Individual
Defendants”) and nominal defendant ABM Industries, Inc. (“ABM”) (collectively,
“Defendants”) move, pursuant to CPLR 3211(a)(1) and (a)(7), to dismiss the amended
verified complaint of plaintiffs Francisco Barrientos and Stephen M. Szpila (together,
“Plaintiffs”).
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Background
ABM is a Delaware corporation with its principal place of business in New York,
New York. ABM provides “janitorial, facilities engineering, parking, and specialized
mechanical and electrical technical solutions.”1 The Individual Defendants are certain
current and former members of ABM’s Board of Directors (the “Board” or “Board
Members”) and certain of its current and former executive officers.
ABM allegedly collects and stores highly sensitive private information about its
140,000 employees, including: full names, social security numbers, medical information,
health insurance information, biometric identifiers and information, addresses, birth
dates, driver’s license numbers, and credit card information (“PI”). ABM allegedly
retains the PI even after employees leave ABM.
On or about August 1, 2017, ABM discovered that it had incurred a data breach. A
phishing attack was successfully executed, resulting in the theft of PI.2 Plaintiffs allege
that ABM did not send out mass notices to its employees of the data breach until the
week of March 5, 2018, more than seven months later. Further, citing to a consolidated
class action lawsuit brought by ABM employees whose data had been compromised (the
“Employees’ Class Action”), Plaintiffs allege that ABM eventually sent notification
letters to 104,882 current and former employees concerning the 2017 data breach.

The description of the parties and Plaintiffs’ allegations of wrongdoing are taken from
Plaintiffs’ amended verified complaint, NYSCEF Doc. No. 46.
1

Plaintiffs also allege that ABM was the victim of earlier cyber-attacks in 2011, 2014
and 2017.
2
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Plaintiffs next allege that, on or around June 14, 2018, ABM was alerted to
additional suspicious activity related to certain employee email accounts. ABM
determined that an unknown actor gained access to certain ABM employee email
accounts through another phishing attack. Following an investigation, ABM determined
that the unauthorized access occurred between January 8, 2018 and August 7, 2018.
Again citing the Employees Class Action, Plaintiffs claim that the 2018 data breach
affected approximately 60,000 current and former ABM employees.3
Procedural History
Plaintiffs commenced this action in September 2018 and filed an amended verified
complaint in May 2019. In the amended verified complaint Plaintiffs assert causes of
action for: breach of fiduciary duty against ABM’s current and former directors (first

3

The Employees’ Class Action is a consolidated case styled as: Evelia Davila v ABM
Industries, Inc. et al., Case No. 2:18cv-03919 (C.D. Cal. May 10, 2018). Plaintiffs
explain that Larry Wade initially brought an action in the Circuit Court of Cook County,
Illinois, which was removed to the United States District Court for the Northern District
of Illinois and docketed as: Wade v ABM Industries Incorporated, Case No. 1:18-cv02940 (N.D. Ill. Apr. 25, 2018) (the “Wade Action”). The Wade Action was then
transferred to the United States District Court for the Central District of California and
docketed as: Wade v ABM Industries Incorporated, Case No. 2:18-cv-05256 (C.D. Cal.
June 14, 2018). The Wade Action was then consolidated with an action originally
brought in California state court, Davila v ABM Industries Incorporated, No. BC699176
(Cal. Super. Ct., filed March 22, 2018), and removed and docketed as Case No. 2:18-cv03919-FMO-MRW (C.D. Cal.).
After submission of the motion papers Defendants submitted a pending motion to settle
the Employees’ Class Action. The proposed settlement sets out the enhanced
cybersecurity protocols ABM has instituted and will institute. Also, the proposed
settlement provides, among other things, for free credit monitoring for class members.
Defendants posit that the Employees’ Class Action will be settled for less than $1million.
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cause of action); breach of fiduciary duty against ABM’s CEO (second cause of action);
and breach of fiduciary duty against ABM’s non-director officers (third cause of action).
Specifically, in their amended verified complaint, Plaintiffs allege that the
Individual Defendants breached their fiduciary duties to ABM by: (i) failing to
implement and enforce a system of effective internal controls and procedures to protect
employees’ PI; (ii) failing to exercise their oversight duties by not monitoring ABM’s
compliance with internal procedures and federal and state regulations; (iii) storing the PI
of employees, former employees and vendors; (iv) failing to have proper cybersecurity
safeguards to adequately secure the PI; (v) failing to have a sufficient incident response
plan to immediately respond to a data breach; (vi) failing to ensure that ABM notified all
potentially affected individuals and entities in a timely manner upon discovering the data
breaches; (vii) failing to make adequate public disclosure of the data breaches and related
Employees’ Class Action; and (viii) allowing ABM to violate state and federal laws and
regulations concerning data privacy. Plaintiffs claim that, because of the Individual
Defendants’ breach of their fiduciary duties, ABM has and will in the future be required
to expend significant amounts of money, and that ABM has lost “credibility, reputation
and goodwill.”4
Plaintiffs did not make a demand on the Board to investigate their allegations
before commencing this action and did not make a demand before serving the amended
verified complaint. In the amended verified complaint Plaintiffs allege that “demand

4

Amended verified complaint, ¶ 198, NYSCEF Docket No. 46.
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would be a futile and useless act because the Individual Defendants are incapable of
making an independent and disinterested decision to institute and vigorously prosecute
this action.”5
Defendants now move to dismiss the amended verified complaint on the ground
that Plaintiffs lack standing because they have not made the required demand on the
Board and have failed sufficiently to allege facts to show that demand was excused.
Defendants also argue that the amended verified complaint fails to state causes of action
for breach of fiduciary duty. In opposition, Plaintiffs argue that they have standing
because demand was excused, and that they have adequately pled their claims.
Derivative Standing
Because ABM is incorporated in Delaware, the law of Delaware applies to the
issue of whether Plaintiffs have sufficiently pled demand futility in this shareholder
derivative action. Asbestos Workers Phila. Pension Fund v Bell, 137 A.D.3d 680 (1st
Dept 2016); Wandel v Dimon, 135 AD3d 515 (1st Dept 2016). A fundamental principle
of Delaware corporate law is that:
[t]he business and affairs of every corporation . . . shall be managed by or
under the direction of a board of directors . . . [and] ‘by its very nature [a]
derivative action impinges on the managerial freedom of directors.’
Therefore, the right of a stockholder to prosecute a derivative suit is limited
to situations where either the stockholder has demanded the directors pursue
a corporate claim and the directors have wrongfully refused to do so, or
where demand is excused because the directors are incapable of making an
impartial decision regarding whether to institute such litigation . . .
[Delaware] Court of Chancery Rule 23.1, accordingly, requires that the
complaint in a derivative action “allege with particularity the efforts, if any,
made by the plaintiff to obtain the action the plaintiff desires from the
5

Amended verified complaint, ¶ 206, NYSCEF Docket No. 46.
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directors [or] the reasons for the plaintiff's failure to obtain the action or for
not making the effort.
Stone ex. re. AmSouth Bancorp. v Ritter, 911 A2d 362 (Del. 2006).
Further, under Delaware law, the factors to be examined in determining whether
demand is excused depends on whether plaintiffs’ complaint concerns affirmative board
actions and transactions or a board’s alleged failure to act. Asbestos Workers Phila.
Pension Fund v Bell, 137 AD3d 680 (1st Dept 2016). In Asbestos Workers Phila.
Pension Fund v Bell, the First Department described the distinction as follows:
Where the underlying lawsuit seeks to challenge affirmative board action, a
two prong [Aronson] test is applied in assessing the futility of such a demand
. . . The Aronson test is ‘whether, under the particularized facts alleged, a
reasonable doubt is created that: (1) the directors are disinterested and
independent [or] (2) the challenged transaction was otherwise the product of
a valid exercise of business judgment’ Since this test is in the disjunctive, if
either prong is satisfied, pre-suit demand is excused.
137 AD3d at 682 (citing Aronson v Lewis, 473 A2d 805, 814 (Del Ch 1984), overruled in
part on other grounds Brehm v Eisner, 746 A2d 244 (Del 2000)). The First Department
continued that:
[o]n the other hand, where a complaint alleges board inaction, demand
futility can be established by particularized facts creating a reasonable doubt
that at the time the complaint was filed, the board could not have properly
exercised its independent and disinterested business judgment in responding
to the demand [the Rales test].”
Id., citing In re Goldman Sachs Group, Inc. Shareholder Litig., 2011 WL 4826104 (Del
Ch 2011), affd sub nom. Southeastern Pennsylvania Transp. Auth. v Blankfein, 44 A3d
922 (Del 2012) and Rales v Blasband, 634 A2d 927 (Del 1993).
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Plaintiffs and Defendants disagree both as to the demand futility standard to be
applied to the amended verified complaint and whether Plaintiffs have met their burden
of alleging sufficient facts to support a claim of demand futility under the applicable
standard.
Should the Aronson or Rales Standard Govern the Amended Complaint?
In their memorandum in support, Defendants argue that, because Plaintiffs
challenge the Board’s alleged inaction, i.e., failure to ensure and maintain sufficient
cybersecurity protocols and failure timely and fully to disclose the data breaches, rather
than challenging a specific board action or transaction, the Rales standard of analyzing
demand futility is applicable. In opposition, and citing Staehr v. Mack, No. 07 CIV.
10368 DAB, 2011 WL 1330856 (S.D.N.Y. 2011), Plaintiffs argue that they “believe the
Aronson test applies here” because the Individual Defendants’ alleged “conscious”
decision not to act quickly to disclose and ensure sufficient cybersecurity protocols “is
akin to affirmative board action for purposes of determining which standard to use.”
Mem. In Opp. at 5.
Plaintiffs essentially argue that, because the phishing and disclosure events
occurred, the Board’s alleged failure to ensure an adequate cybersecurity protocol and to
timely disclose the phishing attacks must have been deliberate and conscious. Even
assuming that a plaintiff could convert an action concerning a Board’s inaction
(triggering the Rales standard) into an action concerning affirmative board action
(triggering the Aronson standard) by simply claiming that the Board’s deliberate inaction
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was an affirmative action, that conscious failure to act must be supported by
particularized allegations. Staehr, No. 07 CIV. 10368 DAB, 2011 WL 1330856 at 4
(citations omitted); see Brehm v Eisner, 746 A2d 244 (Del 2000) (“Rule 23.1 is not
satisfied by conclusory statements or mere notice pleading.”). Plaintiffs’ allegations of
conscious failure to act are entirely conclusory, without sufficient factual support.
The gravamen of Plaintiffs’ allegations is the Individual Defendants’ inadequate
management over the flow of information concerning the data breaches and failure to
ensure that ABM employed adequate cybersecurity protocols. Thus, for example,
Plaintiffs admit that in 2017 the Board formed a subcommittee, the Board Strategy and
Risk Enterprise Committee (“SER Committee”), and appointed a Chief Information
Officer (“CIO”) to address (among other things) cybersecurity issues, but allege that
neither the SER Committee nor the CIO adequately prepared for, or responded to, the
data breaches. These factual allegations plainly support application of the Rales demand
futility standard.
To the extent that Plaintiffs allege that the Board failed to ensure adequate and full
disclosure of the data breaches in ABM’s public filings, these allegations are also
examined under the Rales demand futility standard. Deckter on Behalf of Bristol–Myers
Squibb Co. v Adreotti, 170 AD3d 486, 487 (1st Dept 2019), quoting Steinberg v Bearden,
2018 WL 2434558, *8 (Del Ch 2018).
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At bottom, this action is anchored on allegations of the Individual Defendants’
alleged inaction. Accordingly, I analyze Plaintiffs’ demand futility argument under the
Rales demand futility standard.
Have Plaintiffs Adequately Alleged Demand Futility Under Rales?
Under Delaware law, where the plaintiff’s complaint is based upon Board
inaction,
the criteria for determining whether plaintiff's failure to make a pre-suit
demand on the board is excused are set forth in Rales v. Blasband . . . . Under
Rales, ‘a court must determine whether ... the particularized factual
allegations of a derivative stockholder complaint create a reasonable doubt
that, as of the time the complaint is filed, the board of directors could have
properly exercised its independent and disinterested business judgment in
responding to a demand . . the mere threat of personal liability ... is
insufficient to challenge either the independence or disinterestedness of
directors.
Deckter, 170 AD3d at 487, quoting Rales v Blasband, 634 A.2d 927, 934-36 (Del. 1993)
(additional citations omitted); see also Madison Sullivan Partners LLC v PMG Sullivan
Street LLC, 173 AD3d 437, 438 (1st Dept 2019) (To adequately allege demand futility,
plaintiffs must set forth “particularized facts establishing that defendants faced a
‘substantial likelihood’ of personal liability.” (citations omitted)). And, where, as here, a
plaintiff’s claims are based upon failure of a board of directors to exercise its oversight
duties, “[o]nly a sustained or systematic failure of the board to exercise oversight—such
as an utter failure to attempt to assure a reasonable information and reporting system
exists—will establish the lack of good faith that is a necessary condition to liability.” In
re Caremark Int’l Inc. Derv. Litig, 698 A2d 959, 971 (Del Ch 1996).
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In their amended verified complaint, Plaintiffs fail to plead sufficient factual
allegations “creat[ing] a reasonable doubt that . . . the board of directors could have
properly exercised its independent and disinterested business judgment in responding to a
demand.” First, Plaintiffs have failed to plead facts showing a “sustained or systematic
failure of the board to exercise oversight” with the requisite specificity. At most, they
plead facts showing that the Board did not act quickly enough to disclose the data
breaches, did not disclose enough about the data breaches, and did not do enough to
protect against past and future data breaches. These allegations do not amount to the
“utter failure” of the Board to respond to the challenges of cybersecurity. See, e.g.,
Wandel, 135 AD3d at 516.6
Further, the Board Members are insulated from monetary liability for
breach of the fiduciary duty claims by an exculpation provision in ABM’s restated
certificate of incorporation. See Restated Certificate of Incorporation of ABM
Incorporated, NYSCEF Doc. No. 29; 8 Del. C. § 102(b)(7). Under Delaware law,
to survive a motion to dismiss on demand futility grounds made by an independent
director7 protected by an exculpation clause, the plaintiff must plead “facts
supporting a rational inference that director harbored self-interest adverse to the
Additionally, “a derivative complaint must plead facts specific to each director,
demonstrating that at least half of them could not have exercised disinterested business
judgment in responding to a demand.” Desimone v Barrows, 924 A.2d 908, 943 (Del. Ch.
2007) (footnote omitted). Here, Plaintiffs impermissibly group plead their claim that the
Board members could not have exercised disinterested business judgment.
6

Plaintiffs do not allege that any of the Individual Defendant directors are interested
directors.
7
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stockholders' interests, acted to advance the self-interest of an interested party
from whom they could not be presumed to act independently, or acted in bad
faith.” In re Cornerstone Therapeutics, Inc. Stockholder Litigation, 115 A3d 1173,
1179-80 (Del. 2015) (footnote omitted).
Plaintiffs generically claim that the Board advanced their own self-interest
above that of the ABM shareholders because they paid themselves “lavishly.”
Plaintiffs however, have failed adequately to state specific facts showing that the
Board members’ alleged lavish compensation caused them to fail properly to
oversee ABM’s cybersecurity. Moreover, Plaintiffs do not allege that any of the
Individual Defendants personally profited from the Board’s alleged failure to
oversee ABM’s cybersecurity.
Plaintiffs have also failed to plead facts sufficient to show that the Board
Members acted with bad faith. The allegations in the amended verified complaint
concerning alleged bad faith deal mostly with the Board’s alleged failure adequately and
correctly to disclose the data breaches to the shareholders and in public filings. See
Malone v Brincat, 722 A2d 5 (Del. 1998).8 Plaintiffs, however, do not plead any
underlying facts showing that the Board took any specific action to misreport or
underreport the data breaches. Instead, Plaintiffs broadly allege that ABM’s public
statements and disclosures were insufficient or too general, and therefore false and
In Malone v Brincat, the Delaware Supreme Court held that a board of director’s
knowing dissemination of false information to shareholders could, even in the absence of
a request for shareholder action, support a claim for breach of fiduciary duty. Malone v
Brincat, 722 A2d 5 (Del 1998).
8
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misleading. Plaintiffs’ broad allegations concerning inadequate disclosure are not
adequately pled with the specificity demanded by Chancery Rule 23.1.
Likewise, Plaintiffs’ allegation that the Board, in bad faith, caused ABM to violate
federal securities regulations on disclosure, as well as state privacy laws, are
impermissibly broad. While Plaintiffs allege that Board Members willfully violated the
data breach notification laws of several states, they do not make any particularized
allegations as to what type of violation occurred, or as to which Board Member caused
the alleged violations. The same impermissible generality affects Plaintiffs’ allegations
of violations of federal security regulations. Plaintiffs provide no particularized facts to
support the assertion that a security law violation even occurred, let alone which Board
Member acted to cause the violation.9
At bottom, Plaintiffs lack standing to prosecute the amended verified complaint
because they have not made the requisite demand on ABM’s Board and have failed
adequately to allege the futility of demand on the Board. For this reason I dismiss the
amended verified complaint, with prejudice. Because I dismiss for lack of standing, I do
not address Defendants’ alternative grounds for relief.
In accordance with the foregoing, it is
ORDERED that the motion of defendants Scott Salmirs, Linda Chavez, J. Philip
Ferguson, Anthony Fernandes, Art Garcia, Thomas Gartland, Sudhaker Kesavan,
Lauralee Martin, Filippo Passerini, Winifred Webb, Diego Scaglione, James Mcclure,

Defendants point out that the Securities and Exchange Commission has not opened an
investigation into ABM in connection with the data breaches.
9
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Scott Giaccobe, Leighanne Baker, Donald Colleran and nominal defendant ABM
Industries, Inc. to dismiss the amended verified complaint of plaintiffs Francisco
Barrientos and Stephen M. Szpila is granted, the amended verified complaint is dismissed
with prejudice, and the Clerk of the Court is directed to enter judgment accordingly.
This constitutes the decision and order of the Court.
Dated: New York, New York
March 30, 2020
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SUPERIOR COURT OF THE STATE OF CALIFORNIA

2

COUNTY OF LOS ANGELES

3
4

EVELIA DAVILA and LARRY WADE,
individually and on behalf of similarly situated
individuals,

5

Plaintiffs,

6
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ABM INDUSTRIES INCORPORATED, a
Delaware Corporation,
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9
10
BA K E R & HO S T E T L E R L L P
ATTOR NEYS AT LAW
LOS ANG ELES

1.

DECLARATION OF CARLA PEAK IN
SUPPORT OF SETTLEMENT NOTICE
PLAN

Action Filed: March 22, 2018
Complaint Served: April 18, 2018

My name is Carla Peak. I have personal knowledge of the matters set forth herein,

and if called as a witness I could and would testify competently to them.
2.

13
14

[Honorable Judge Elihu M. Berle, Dept.
SS6]

I, Carla Peak, declare as follows:

11
12

Case No.: BC699176

I am a nationally recognized expert in the field of legal notice and I have served

as an expert in dozens of federal and state cases involving class action notice plans.
3.

15

I am the Vice President of Legal Notification Services for KCC Class Action

16

Services, LLC (“KCC”), a firm that specializes in comprehensive class action services, including

17

legal notification, email and postal mailing campaign implementation, website design, call center

18
19
20
21
22
23
24

support, class member data management, claims processing, check and voucher disbursements,
tax reporting, settlement fund escrow and reporting, and other related services critical to the
effective administration of class action settlements. With more than 30 years of industry
experience,1 KCC has developed efficient, secure and cost-effective methods to properly handle
the voluminous data and mailings associated with the noticing, claims processing and
disbursement requirements of these matters to ensure the orderly and fair treatment of class
members and all parties in interest. Since 1984, KCC has been retained to administer more than
6,000 class actions and distributed settlement payments totaling well over $20 billion in assets.

25
26

4.

This declaration details the Settlement Notice Plan (“Notice Plan” or “Plan”)

proposed here for the Settlement in Davila v. ABM Industries Incorporated, Case No.

27
28

1

KCC acquired Gilardi & Co. LLC in 2015. This Declaration combines the class action notice and administration
experience of both firms.

4844-4769-0649.7

1

BC699176, in the Superior Court of California, County of Los Angeles. The facts in this

2

declaration are based on my personal knowledge, my conversations with Plaintiffs’ counsel, and

3

information provided to me by my colleagues in the ordinary course of my business at KCC.
EXPERIENCE
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11
12

5.

KCC has administered class action administrations for such defendants as HP-

Compaq, LensCrafters, United Parcel Service, Ford, Mitsubishi, Nissan, Whirlpool, ATI Video
Cards, and Twentieth Century Fox. Further, KCC has been retained as the administrator in a
variety of false advertising matters. Some false advertising case examples which KCC has been
involved with include: Barrera v. Pharmavite LLC, No. 2:11-cv-04153 (C.D. Cal.); Beck-Ellman
v. Kaz Inc., No. 10-cv-2134 (S.D. Cal.); Card v. Joe's Jeans Inc., No. 37-2015-00021834 (Cal.
4th Cir. Ct.); Carmody v. Big 5 Sporting Goods Corp., No. 37-2016-0002469 (Cal. 4th Cir. Ct.);
Delarosa v. Boiron USA, Inc., No.10-cv-1569 (C.D. Cal.); Dowlatshahi v. McIlhenny Company,
No. 30-2017-00911222 (Cal. 4th Cir. Ct.); Flannery v McCormick & Schmick, No. BC487942

13

(Cal. 2nd Cir. Ct.); Forcellati v. Hyland’s, Inc., No. 2:12-CV-01983 (C.D. Cal.); Gonzalez v.

14

Luby's Fuddruckers, No. BC565138 (Cal. 2nd Cir. Ct.); Haftevani v. Chaya Restaurant, No.

15

BC529641 (Cal. 2nd Cir. Ct.); Hall v. Innovative Dining Group, LLC, No. BC 493144 (Cal. 2nd

16

Cir. Ct.); Hazlin v. Botanical Laboratories, Inc., No. 13-CV-00618 (S.D. Cal.); Hendricks v.

17

StarKist Co., No. 13-CV-00729-HSG (N.D. Cal.); Hoffman v. Peg Perego U.S.A., Inc., No. 3:14-

18

cv-02227 (S.D. Cal.); Hofmann v. True Religion Apparel, Inc., No. 37-2014-0041658 (Cal. 4th

19

Cir. Ct.); Holliday v. Vitacost.com Inc., No. 2015 CA 010160 (Fla. 15th Cir. Ct.); In Re Ultramist

20

Sunscreen Litigation, No. 1:13-cv-00131 (N.D. Ill.); Jovel v. i-Health, Inc., 1:12-cv-05614

21

(E.D.N.Y.); Kearney v. Equilon Enterprises LLC dba Shell Oil, No. 3:14-cv-00254 (D. Ore.);

22

Klacko v. Diamond Foods, Inc., No. CGC-14-538387 (Cal. 1st Cir. Ct.); Kumar v. Safeway, Inc.,

23

No. RG 14726707 (Cal. 1st Cir. Ct.); Lair v. Outerwall, Inc. d/b/a Coinstar, No. 14-2-00040-2

24

(Co. 18th Cir. Ct.); LaRosa v. Nutramerica Corp., No. BC 309427 (Cal. 2nd Cir. Ct.); Lerma v.

25
26
27
28

Schiff Nutrition International, Inc., No. 11-CV-1056 (S.D. Cal.); Marty v. Anheuser-Busch
Companies, LLC, No. 1:13-cv-23656-JJO (S.D. Fla.); Maxin v. RHG & Company, Inc. dba Vital
Nutrients, No. 16-cv-2625 (C.D. Cal.); McCrary v. The Elations Company, LLC, No. 5:13-cv00242 (C.D. Cal.); Morales v. Conopco Inc. dba Unilever, No. 2:13-cv-02213 (E.D. Cal.);

-2-

1

Morrow v. Ascena Retail Group, Inc., No. 1:16-cv-03340 (S.D.N.Y.); Mullins v. Direct Digital

2

LLC, No. 1:13-cv-01829 (N.D. Ill.); Nalbantian v. Barney's Worldwide, Inc., No. BC 493145

3

(Cal. 2nd Cir. Ct.); Olivares v. Evolution Hospitality, No. 30-2015- 00765839 (Cal. 4th Cir. Ct.);

4

Paz v. AG Adriano Goldschmied Inc., No. 3:14-cv-01372 (S.D. Cal.); Poertner v. The Gillette

5

Company, No. 6:12-cv-00803 (M.D. Fla.); Rossi v. The Procter & Gamble Company, No. 11-cv-

6
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7238 (D. N.J.); Russell v. Kohl's Department Stores Inc., No. 5:15-cv-01143 (C.D. Cal.); Soto v.
Wild Planet Foods Inc., No. 15-cv-05082 (N.D. Cal.); Velasquez v. USPlabs, LLC, No. 4:13-cv00627 (N.D. Fla.); Zeisel v. Diamond Foods, Inc., No. 3:10-cv-1192 (N.D. Cal.); and Zeller v. E.
& J. Gallo Winery and Constellation Brands, Inc., No. BC432711 (Cal. 2nd Cir. Ct.).
NOTICE PLAN
6.

All individuals notified by ABM of either the July 2017 Data Incident or
the June 2018 Data Incident and previously offered credit monitoring
services as a result of the Data Incident(s). “Data Incidents” mean the data
incidents giving rise to the Action, including the July 2017 and the June
2018 email phishing attacks on ABM that may have allowed a third
party/parties to have access to the Settlement Class members’ personal
information.

12
13
14
15

Excluded from the Settlement Class are the officers and directors of ABM
during 2017 and 2018 and those persons or entities that timely and validly
request exclusion from the Settlement Class.

16
17
18

The Notice Plan is designed to provide notice to the following Settlement Class:

7.

Rule 23 of the Federal Rules of Civil Procedure directs that the best notice

19

practicable under the circumstances must include “individual notice to all members who can be

20

identified through reasonable effort.”2 The proposed Notice Plan satisfies this requirement. The

21

Notice Plan provides for emailing or mailing individual notice to all Settlement Class members

22
23
24

who are reasonably identifiable. In my opinion, providing individual notice to the Class satisfies
the requirements of due process, including its “desire to actually inform” requirement.3
Individual Notice

25
26
27
28

2 FED. R. CIV. P. 23(c)(2)(B).
3 “But when notice is a person’s due, process which is a mere gesture is not due process. The means employed must
be such as one desirous of actually informing the absentee might reasonably adopt to accomplish it. The
reasonableness and hence the constitutional validity of any chosen method may be defended on the ground that it is
in itself reasonably certain to inform those affected…” Mullane v. Cent. Hanover Bank & Trust Co., 339 U.S. 306,
315 (1950).
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1

It is my understanding that mailing addresses exist for all 173,971 Settlement

2

Class members. Of this, 170,350 Settlement Class members were subject to one phishing

3

incident and 3,621 were subject to two phishing incidents.
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12
13
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9.

KCC will use this data to send a Double Postcard Notice to all Settlement Class

members. Two different versions of the Double Postcard Notice have been created based on the
number of phishing incidents that the Settlement Class member was subject to. Each version of
the Double Postcard Summary Notice clearly and concisely states, among other things, the
nature of the action, the class definition, the essential terms of the proposed settlement, the
settlement benefits, the options available to Settlement Class members, the deadlines for taking
action, that a Settlement Class member may enter an appearance through an attorney if desired,
the binding effect of the settlement, and the settlement website and toll-free number.
10.

The Double Postcard Notice will be sent via United States Postal Service

(“USPS”) First-Class Mail. Prior to mailing, all mailing addresses will be checked against the
National Change of Address (“NCOA”) database maintained by the USPS.4 Any addresses that
are returned by the NCOA database as invalid will be updated through a third-party address

15

search service. In addition, the addresses will be certified via the Coding Accuracy Support

16

System (“CASS”)5 to ensure the quality of the zip code and verified through Delivery Point

17

Validation (“DPV”)6 to verify the accuracy of the addresses. This address updating process is

18

standard for the class action administration industry, as well as most promotional mailings that

19

occur today.

20

11.

Double Postcard Notices returned as undeliverable will be re-mailed to any new

21

address available through postal service information, for example, to the address provided by the

22

postal service on returned pieces for which the automatic forwarding order has expired, or to

23

better addresses that may be found using a third-party lookup service or “skip-tracing.” Upon

24

successfully locating better addresses, Double Postcard Notices will be promptly re-mailed.

25
26
27
28

4 The NCOA database contains records of all permanent change of address submissions received by the USPS for the
last four years. The USPS makes this data available to mailing firms and lists submitted to it are automatically
updated with any reported move based on a comparison with the person’s name and known address.
5 Coding Accuracy Support System is a certification system used by the USPS to ensure the quality of ZIP+4 coding
systems.
6 Records that are ZIP+4 coded are then sent through Delivery Point Validation to verify the address and identify
Commercial Mail Receiving Agencies. DPV verifies the accuracy of addresses and reports exactly what is wrong
with incorrect addresses.
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12.

A dedicated website will be established for the Settlement, where Settlement

3

Class members will be able to obtain detailed information about the case. The Settlement

4

website will include: contact information for KCC; the Claim Form; the Detailed Notice (in both

5

English and Spanish); answers to frequently asked questions; a list of important deadlines,
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Case Website, Toll-free Telephone Number, and Postal Mailing Address

12
13
14
15

including the Claims Deadline, the Objection and Exclusion Deadline, and the date of the Final
Fairness Hearing; the Stipulation and Settlement Agreement; and any other important documents
in the case. Importantly, Settlement Class members will have the opportunity to file a claim on
the case website. The case website address will be displayed in all notice documents.
13.

Settlement Class members to call for additional information, listen to answers to FAQs, and
request to have more information mailed to them. The toll-free telephone number will be
provided in the Notice documents.
14.

A dedicated post office box for correspondence about the Settlement will also be

established and maintained, allowing Settlement Class members to contact KCC by mail with
any specific requests or questions about the Settlement, including requests for exclusion.

16
17

A dedicated toll-free telephone number will also be established to allow

CONCLUSION
15.

In class action notice planning, execution, and analysis, we are guided by due

18

process considerations under the United States Constitution, by state and local rules and statutes,

19

and by case law pertaining to the recognized notice standards under Rule 23. This framework

20

directs that the notice program be optimized to reach the class and, in a settlement class action

21

notice situation such as this, that the notice or notice program itself not limit knowledge of the

22

availability of benefits—nor the ability to exercise other options—to class members in any way.

23

All these requirements will be met in this case.

24
25
26
27

16.

The Notice Plan will effectively reach Settlement Class members using individual

notice. In 2010, the Federal Judicial Center issued a Judges’ Class Action Notice and Claims
Process Checklist and Plain Language Guide. This Guide states that, “the lynchpin in an
objective determination of the adequacy of a proposed notice effort is whether all the notice

28
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1

efforts together will reach a high percentage of the class. It is reasonable to reach between 70–

2

95%.” Here, we have developed a Notice Plan that will readily meet that standard.

3

17.

The Notice Plan described above provides for the best notice practicable under

4

the circumstances of this case, conforms to all aspects of the Rule 23, and comports with the

5

guidance for effective notice set out in the Manual for Complex Litigation, Fourth.
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I declare under penalty of perjury that the foregoing is true and correct. Executed on October __,
2020, at Sellersville, Pennsylvania.
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___________________________
Carla Peak
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1

PROOF OF SERVICE

2 STATE OF CALIFORNIA, COUNTY OF LOS ANGELES
3

At the time of service, I was over 18 years of age and not a party to this action. I am
employed in the County of Los Angeles, State of California. My business address is 1126
4 Wilshire Boulevard, Los Angeles, CA 90017-1904.
5

On November 24, 2020, I served true copies of the following document(s) described as
SUPPLEMENTAL MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT
6 OF UNOPPOSED MOTION FOR PRELIMINARY APPROVAL OF CLASS ACTION
SETTLEMENT, CERTIFICATION OF A SETTLEMENT CLASS, AND RELATED
7 RELIEF on the interested parties in this action as follows:
8

SEE ATTACHED SERVICE LIST

9

BY ELECTRONIC SERVICE: Pursuant to Court Order Authorizing Electronic Service,
I provided the document(s) listed above electronically on the CASE ANYWHERE Website to the
10 parties on the Service List maintained on the CASE ANYWHERE Website for this case, or on the
attached Service List. Case Anywhere is the on-line e-service provider designated in this case.
11
I declare under penalty of perjury under the laws of the State of California that the
12 foregoing is true and correct.
13

Executed on November 24, 2020, at Los Angeles, California.
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/s/ Alexa F. Galloway
Alexa F. Galloway

1
2
3 Evan M. Meyers
MCGUIRE LAW, P.C.
4 55 West Wacker Drive, 9th Fl.
Chicago, Illinois 60601
5 emeyers@mcgpc.com
T: (312) 893-7002
6 D: (312) 820-9002
F: (312) 275-7895
7
8
9 Matthew Pearson
Casie D. Colligon
10 Baker & Hostetler LLP
1801 California Street
11 Suite 4400
Denver CO 80202-2662
12 ccollignon@bakerlaw.com
mpearson@bakerlaw.com
13
Attorneys for ABM Industries, Inc.
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